«YTBEPXJIEHO»
[Tpukazom 'BOY mikoma Ne485
MockoBckoro paiiona Cankt-IlerepOypra

[Tpuka3z Ne 90a ot 31.08.2022

JIMpEeKTOp LIKOJIBI: A. M. IlerpoBa

MNopnucaHo umdposon

|_I ET O Ba noanucbio: MeTposa AnekcaHapa
p MwuxannosHa
DN: cn=[NeTpoBa AnekcaHapa

Aﬂ eKCa Hp' pa MuxaitnosHa, o=BOY wwKona 485

MocKoBCKOro panoHa,
email=school485spb@yandex.ru,

MwuxamnoBHa

[ata: 2024.08.29 13:06:43 +03'00'

Honntuka nadopmanmoOHHON 0€30MACHOCTH

I'BOY mkoJsa Ne485
MockoBckoro paiiona Cankr-Ilerepoypra

2022
Canxkrt-IletepOypr



OOO03HAUCHUS M COKPAIIICHUS. .....vvvesveanresseeseassesseesseesseaseesbeessesssesbeeseasneabeenneasnenbeenneasneaneenne e 3
N O 1031107 (S 1 (0 X107 (=350 ¢ P 3
2  lenu n 3anaun oOecrieyeHUSt UHPOPMAITUOHHON OC30MTACHOCTH ......vvvvevreveeveanrenieeneans 4
3 IIpunuunsl obecriedeHnss HHPOPMATUOHHON OC30MACHOCTH .....veuvvervrerrianrerieesieasrenieennenns 6
4 30HBI OTBETCTBEHHOCTH YYaCTHUKOB Tpoliecca odecredeHuss HHPOPMAITUOHHOMH .......... 9
(1SCT0) 121032 (a1 u SO PP U P PTRPPPPOPPRPRRPS 9
5 OcHoBHBIE TpeOOBaHUS MO 3aIUTE UHPOPMALIMHA OTPAHUYEHHOTO TOCTYIA ....vveveeeee 11

6 OcHoBHBIE TpeOOBaHMsI K MpolieccaM obecriedeHust HHPpOpPMaIMOHHOM 6e30macHOCTH ....14

6 OcHoBHBIE  TpeOOBaHUS

OE30ITACHOCTBEO - .. eeeeeeeeeeeeeeeeeeenennnns

7 BaKITIOUECHUE ....coevneeeeeeeeeeanennns

3amura uHpOpMaLuu

WNndopmanus

Wudopmanus orpaHu4eHHOT0
J0CTyma

WudopmannonHas cucrema

KonduneHmaabHOCTh
uHpopMauu

mporeccaM  ympasieHHsS — WHGOPMAIMOHHON

Onpenenenus

JIESITEIIBHOCTD, HAlpaBJI€HHAs Ha NPEAO0TBpAILEHUE
YTEUKH 3alUIIAeMON UHpOpMaLuy,
HECAHKIIMOHMPOBAHHBIX U  HENpeAHaMEpEeHHBIX
BO3/ICHCTBUI Ha 3aIIMIIIAEMYI0 HH(OPMAIIHIO

cBelleHHs (COOOIEeHUs, JTaHHBIE) HE3aBUCUMO OT
(bOopMBI UX TpeCTaBICHUS

uH(popMalya, JOCTyl K KOTOPOM OrpaHUYeH
beneparTbHBIMU 3aKOHAMHU

COBOKYITHOCTh COfiepkalieiics B 0a3aX JaHHBIX
uHpopManuu U obecrneynBaromux ee o0paboTKy
MH(POPMALIMOHHBIX TEXHOJIOTUN M TEXHUYECKUX
CpenCTB

oOsi3aTeNlbHOE  JUIs  BBINOJIHEHHUS  JIMIIOM,
MMOJIYYHMBIIUM A0CTyI K OHpC}IGHGHHOﬁ

uH(popmanuu, TpeOOBaHUE HE IepelaBaTh TaKyrO
WH(pOpMaIHIO TPETHUM JIUIaM O€3 COTJIacus ee

obnamarens



Ob6nanatens nHGOpPMAITUH —  JHIO, CaMOCTOSATENbHO CO3JaBIlee HH(OpMAIUIO
au00 TOoJydyuBIIEE Ha OCHOBAaHMM 3aKOHA WU
JIOTOBOpa MpaBO pas3peuiarb WM OTrPaHUYMBATH
JOCTYNl K HH(OpManuu, OIpenessseMod 1o
KaKUMIJIHOO MPU3HAKAM

[lepcoHanbHbIC TaHHBIC —  mobas  uwHpOpMaNUsA,  OTHOCSIIASCS K
ONpENEIICHHOMY  WJIM  OINpENeNiieMOMY  Ha
OCHOBaHMU TakoW wuHpopManuu (HU3NIECKOMY
Uy (CyObEKTY IMepCOHATBHBIX JaHHBIX )

O0o03HaYeHHNs U COKpPALLICHUS

I'BOY mkona Ned85 - T'ocymapcTBeHHOE OFOKETHOE OO0IIe0Opa3oBaTEIbHOE YUPEKICHUE
cpenusis odmeoOpazoBarenpHas mkona Ned85 ¢ yriyOnéHHbIM U3ydeHHeM (paHIly3CKOTo s3bIKa
MockoBckoro paitona Cankt-Ilerepoypra

KU — KondunenmuanpHas uadGopMaius

MD — MexcereBoil 3kpaH

HCJI - HecankuimoHupoBaHHbBIN JOCTYII

C3U - Cucrema 3amuTsl HH)OpMAITUH

CK3HM — CpeactBo KpunTorpapuueckon 3auTsl HHOopMauu

Cp3U1 — CpenctBo 3amuThl UHGOpPMALIUK

®CB Pocenu — dDenepanpHas ciyxba 6ezonacHoctu Poccuiickoii @eneparuu

DCTIK Poccnu — DenepanbHas cayx0a M0 TEXHUYECKOMY M OKCITOPTHOMY KOHTPOJIIO

1 O0mme moJ10KeHUSA

1.1 Hacrosimas Ilonutuka siBinsieTcss JOKYMEHTOM, JOCTYIIHBIM BceM coTpyaHukam I'bBOY
mKoabl Ne485 u BceMm mosb3oBaTensiM ero pecypcoB. IlpexncraBnser coboit opumanbHO
npusiaTyto pykoBoacTBoM I'BOY mkoabr Ne485 cucremy B3rIsioB Ha oOecnedeHue
uHpopmanronHoi 6ezonacHocT 'BOY mikose Ne485.

1.2 OcHoBHoOI1 3a1aueii B o6nacti nH(popMarronHol 6ezonacHoctd 'BOY mkoabr Ne485
MIPU3HAET COBEPUICHCTBOBAHUE MEpP U CpeAcTB olecreyeHus MHGOpMalnOHHONW 0e30MacHOCTH
uHpopmannoHHbIX pecypcoB I'BOY mkosibl Ne485 B KOHTEKCTE pa3BUTHS 3aKOHOIATENBCTBA U
HOPM PETYIUpPOBaHUs HHPOPMAITMOHHOM 1€ATEIbHOCTH.

1.3 B pamkax cBoeit aedarenbHocTd BOY mikona Ne485 o0s3yercs npeanpuHuMaTh BCe
BO3MOXHBIE MEpHI JUISl 3aIIUTHl HHYOPMAIIMK OT pUCKa IPUYUHEHHUS Bpena, yOBITKOB U yiiepoa,
BO3HUKAIOIINX
B pe3yJIbTaTe pealn3aluu yrpo3 HHGpOpMalmOHHONW 6€30MaCHOCTH WM IPYTUX MPOTHUBONPABHBIX
JeNCTBUI, CBSI3aHHBIX C HapylleHneM nHdopmannonHon 6e3omacHocTy 'BOY mkosbr Ne48S.

1.4 TpebGoBanust WHGOPMAINMOHHON O0€30MaCHOCTH, KOTOphIe MpeabsBisitorcs ['BOY
mKoJ10i Ne485, coorBeTcTBYIOT LiemsaM JeaTenbHocTH 'BOY mikoanr Ne48S. u npenHasHaueHsl
JUISL CHMDKEHHS PHUCKOB, CBA3aHHBIX C MH(GOPMAIMOHHONW 0€30MacHOCThIO, O MPUEMIIEMOIO
YPOBHS.



1.5 Peanmuzamusi U KOHTpPOJIb HCIIOJHEHHS TpEOOBaHMIA, YCTAHOBJIEHHBIX HACTOSIIEH
[TonutHkoO#, OCyIecTBIsAeTCS PAaOOTHUKAMU CTPYKTYpHBIX noapazaencHuii FBOY mikoJibl
Ne485, oTBETCTBEHHBIX 32 MH(POPMALMOHHYIO 0€30MacCHOCTh, B COOTBETCTBUU CO CBOUMH
JIOJDKHOCTHBIMU MHCTPYKIIMSIMU U APYTMMH BHYTpeHHUMH JokyMeHTamu [I'BOY mikoJibl
Ne485 o nndopmarmoHHoi 6€3011acCHOCTH.

2 Hesn u 3a5a4m obecnieyeHnst MHPOPpMALMOHHON 6e30MaACHOCTH

2.1 Hensmu obGecneuenuss wuHpopmarmonHoi OeszomacHoctd I'BOY mkoabr Ne485

ABIISAIOTCS:

— 3amuta uHTepecoB I'BOY mkoabl Ned485, paOOTHHMKOB M HMHBIX CYOBEKTOB
nH(pOpMaIMOHHBIX OTHOIIECHUH, B3auMoieicTBytonux ¢ FBOY mkoJioii Ne485, oT BO3MOXKHOTO
HaHECeHMs yiepOa HMX JAESITEIbHOCTH IOCPEACTBOM CIy4alHOTO WJM IPEAHAMEPEHHOIO
HECAHKIIMOHMPOBAHHOTO BMEILIATEIbCTBA B Ipolecc (YHKIMOHUPOBAHUS HH(POPMAIIMOHHBIX
cucteM I'BOY mkoabt Ne485 napymieHus paOoTbl TEXHUYECKUX U IPOTPAMMHBIX CPENCTB,
NPUBOJAIIETO K HEIOCTYITHOCTH HWH(POPMALWH, pa3rJalleHUI0, HCKAKEHHUIO, YHHUYTOKEHHIO
3aluIaeMoi nHpopMaluy U ee He3aKOHHOMY HUCITI0JIb30BaHMIO;

— obecrnieueHue yCTOMYMBOIO U KOPPEKTHOTO ()YHKIIMOHUPOBAHUS MPOTrPAMMHBIX U
annapatHbiX KoMnoHeHTOB I'BOY mikosb1 Ne485 1 npeiocTaBiisieMbIX CEpBUCOB;

— coOJrofieHne TMPaBOBOTO PEXKHMMA HCIIOJIB30BAaHMS MACCHBOB M IIPOrPaMM
00paboTku nHOpMaIUH;

— TIperoTBpallleHHe peanu3aluu yrpo3 OesomacHoctd i aearenbHoctd I'BOY
IKO0JIbI Ne485

2.2 O6bpexkTaMu HH(GOPMALIMOHHBIX TPABOOTHOIIEHUH SIBIISIFOTCSI:

— HH(OPMAIOHHBIE PECYPCHI, B TOM YHCIIE C OTPAaHHUUYEHHBIM JIOCTYIIOM;

— Tmpouecchl 00paboTku uHPopManuu B HHPOpMarmMoHHBIX cuctemax I'BOY
mKoJbl Ne485 mHpopMalmOHHbIE TEXHOJIOTUH, PETJIAMEHTHI U MpoLenypbl cOopa, 00paboTKH,
XpaHeHUs U nepegauu MH}opMaiuy,

— wuH(popMaIMOHHass UHQPACTPYKTypa, BKIIOYAOLIas CUCTEMbl 00paboTKH,
XpaHEHUsT U aHainu3a MH(OpMalMM, TEXHUYECKUE U IMPOrpaMMHBIE CpeICTBa ee 00paldoTKw,
nepesadn U OTOOpakeHus, B TOM UHCIE KaHalbl HWHPOPMALMOHHOTO oOOMeHa U
TEJIEeKOMMYHUKALIUH;

— CHCTEMbI U CPe/ACTBa 3aIIUThl HHPOPMALIUHU, OOBEKTHl U MOMEIICHHUS, B KOTOPBIX
pa3MelIeHbl XpaHWInIa UHPOpMaIUH.

2.3 Cyobextamu MHGOPMAIIMOHHBIX OTHOIIEHUH MPH HCHOJIb30BaHUM MH(POPMAIIMOHHBIX
cucteM I'BOY mxkoabl Ne485, 3auHTepecoBaHHBIMM B o0ecredeHUM HHPOPMALMOHHON
0€30IaCHOCTH, SIBJISIOTCS:

— I'BOY mxkosaa Ne485, kak coOCTBEHHUK HH(POPMAITMOHHBIX PECYPCOB U OIIEpaTop
NIEPCOHAIBHBIX JaHHBIX;
— pabotauku moapazaeneHuiit 'BOY mkoabl Ne485, kak monb3oBaTeNnu U
MOCTaBIIMKN MH(OPMALIMK B HH(OPMALIMOHHBIE CUCTEMBI;
— IOpUANYeCKue M (U3NYECKUEe JIMIA, CBEACHHUS O KOTOPHIX HAKaIJIMBAIOTCA,
XpaHarTcsa u oopadaTeiBatoTcs B MHPopMamoHHbix cucteMax [BOY mkosbr Ne485.
2.4 CyObexThl HH(OPMAIIMOHHBIX OTHOIIEHUN 3aUHTEPECOBAHbBI B 00ECIICUEHUH:

0 xoH(UIEHIMATBHOCTH ONpPEaeIEHHON YacTH HH(POPMALINY;

0 memocTHOCTH MH(pOpPMALIUH;



0 cBOEBpeMEHHOTO JIOCTyIa K HeoO0X0auMoi UM HH(pOopMaIuu;

O 3ammuTel OT HaBsA3BIBAHWS WM JIOKHOH (HEJIOCTOBEPHOM, HWCKaKCHHOM)
uHpOpMaINu;
0 pasrpaHuYeHUs OTBETCTBEHHOCTH 3a HApPYIICHHUS 3aKOHHBIX IpaB (MHTEPECOB)
JIPYruX CyObeKTOB MHPOPMAIMOHHBIX OTHOIICHUH M YCTAHOBJICHHBIX TIPABUII OOpaICHHS
¢ uHdopmaruei;

0 BO3MOXHOCTH OCYIIECTBIICHUS HENPEPBIBHOIO KOHTPOJS W  YIPaBICHUS
npoieccamu 00pabOTKH U repeaaun HHPOPMaInu;

0 3amuTel COOTBETCTBYIOUIEW YacT HMH(POpPMAMK OT HE3aKOHHOTO €€

TUPAXHUPOBAHUS M PACIIPOCTPAHCHHUS.

2.5 Jlns OOCTMOXKEHUS Lieed 3alluThl U 00ECIIeYeHUsl YKa3aHHBIX CBOMCTB MH(OpMALNH,
cucreMa ooOecneueHus uHpopmarmonHoi Oe3omacHoct I'BOY mikoaa Ne485 nomkna
o0ecreunBaTh penieHne CIEAYIOMINX 3a/1a49:

2.5.1 3amuTy OT BMEHIATENbCTBAa B IMpolece (PYHKIMOHUPOBAHUS HH(OPMAIOHHBIX
CHCTEM IOCTOPOHHUX JIMI] (BO3MOKHOCTbh MCIIOJIb30BAaHUSI CHCTEMBI U JIOCTYI K €€ pecypcam
TOJDKHBI UMETh TOJIBKO 3apETUCTPUPOBAHHEIE MTOJIE30BATEIH ).

2.5.2  Pa3rpaHuyeHue J0CTyna 3aperuCTPUPOBAaHHBIX IOJb30BATENEH K ammapaTHbIM,
MPOrpaMMHBIM W HH()OPMAIMOHHBIM pecypcaM HH(GOPMAIMOHHBIX CHCTEM (BO3MOKHOCTh
J0CTyNa TOJBKO K TEM pPecypcaM M BBIIOJIHEHUS TOJBKO TE€X ONEpaluil ¢ HUMH, KOTOpbIE
HEOOXOAMMBI ~ KOHKPETHBIM  TIOJIB30BATENSIM  JUIL  BBHIMOJIHEHHWSI CBOMX  CIIY)KEOHBIX
00s13aHHOCTEN ).

2.5.3 Perucrpauuio M NEpUOJUYECKUN KOHTPOJIb JACWCTBUI IOJIb30BaTeNel IpH
WCTIOJh30BAHNUHU 3alIUIIAEMbIX PECYpCOB M TIEPHOJMYECKUN KOHTPOJIb KOPPEKTHOCTH MX
JNENUCTBUMN.

254  KoHTponb IeNOCTHOCTH (oOecriedyeHrne HEU3MEHHOCTH) CpeAbl HCIOTHEHUS
IIPOrpaMM U €€ BOCCTAaHOBJICHHE B ClTyyae HapyIICHHUS.

2,55 3amuTy OT HECaHKIMOHMPOBAHHOW MOJM(UKAIMU M KOHTPOJb ILETOCTHOCTH
ucnoisb3yeMblx B 'BOY mkose Ne485 nporpaMMHBIX CPEICTB M JAHHBIX, @ TAKXKE 3aIIUTY OT
HECAHKIIMOHUPOBAHHOTO BHEAPEHHSI BPEIOHOCHBIX ITPOrPaMM.

2.5.6 3amuTty MHGOpPMALMU OTPAaHUYEHHOTO JOCTYMa, XpaHUMOH, oOpabaThiBaeMOl B
I'BOY mixkoJie Ne485, oT HeCaHKIIMOHMPOBAHHOTO PA3IJIAICHUS NN UCKaKEHUS.

2.5.7  OGecrieueHne ayTeHTU(UKaAIIH 10JIb30BaTENEMH, Y4aCTBYIOIIUX B
uHpOpPMAIMOHHOM OOMeHe (MOATBEP)KACHUE TMOAIMHHOCTU OTIPABUTENS W IOJIydaTess
uH(pOpMaINN), a TAKXKE ONpe/IesIeHHe aBTopa MPH CO3AaHUU U MOIU(PUKAIIMHY HHPOPMALIHH.

2.5.8  OOecnevyeHre UCTIPAaBHOCTH MPUMEHSIEMBIX B MHPOPMALMOHHBIX cuctemMax [ bOY
mKoabl Ne485 cpenct 3anuThl UHPOPMAIIAH.

2.5.9 CBOeBpeMEHHOE BBISBICHHE HWCTOYHHKOB Yyrpo3 O€30MacHOCTH HWH(OpMAInH,
IPUYUH U YCJIOBHUI, CIIOCOOCTBYIOIIMX HAHECEHUIO yllepOa 3auHTEPEeCOBAHHBIM CyObEKTaM
WH(GOPMAIIMOHHBIX OTHOIICHUH, CO3/JaHNE MEXaHH3Ma OTIEPATHBHOTO pPearupoBaHMs HA YIPO3BI
6e30macHOCTH HHPOPMALIUH.

2.5.10 Co3nanue yciaoBUH A7 MUHMMH3AIMM HAHOCHMMOTO yiiepOa HerpaBOMEpHBIMU
JEWCTBUSIMH, OCJIa0JIeHNEe HETaTUBHOTO BIIMSHUS ¥ JIMKBHUIAIWS TIOCIEACTBUN HApYIICHHS
6e3onacHoct nHGopmanw B FBOY mikosie Ne485.

2.6 Pemenue BoinienepedncieHHbIX 3a1a4 B 'BOY mikose Ne485 ocyiiecTBusiercs:



2.6.1  Ydyerom Bcex MOJICKAIUX 3aMIUTE WH(OOPMALIMOHHBIX PECYpPCOB (KaHAJIOB CBS3H,
anmnapaTHBIX U MPOTPAMMHBIX CPEJICTB).

2.6.2  Pernmamentamuedl mporeccoB 00OpaOOTKHM TOJISKAIIeH 3amuTe WHGOPMAINH,
nevictuii pabotHrkoB I'BOY mikoabl Ne485 1 nepconana, 0CyIecTRISIIOMEro 00CIy)KHBaHUE
U MOAM(UKALKIO TPOTPAMMHBIX U TEXHHUYECKUX CpPEACTB, HAa OCHOBE YTBEP)KICHHBIX
OpraHU3alIOHHO-PACTIOPSAUTEIbHBIX JIOKYMEHTOB 1o BOIIpOCaM obecrnieueHus
MH(POPMALMOHHOM 0€30MaCHOCTH.

2.6.3 Ha3nayeHueMm M MOJITOTOBKOH paOOTHHMKOB, OTBETCTBEHHBIX 32 OPraHHU3ALUI0 U
OCYIIECTBJICHUE MEPONPUATHI 1o obecneueHno MHpopManuoHHoi 6e3onacHoct B 'BOY
mKoJe Ne485.

2.6.4  HaneneHnuem Kaxa0ro paOOTHUKA MUHUMAIBHO HEOOXOAMMBIMU JIJISl BBITTOJTHEHUS
UM CBOMX (DYHKIIMOHAIBHBIX OOS3aHHOCTEH IMOJHOMOYHUSAMH IO JOCTYNY K HH()OPMAITMOHHBIM
pecypcam.

2.6.5 3HaHWeM W CTPOrUM COOJIOACHHEM BCEeMH PAaOOTHUKAMHU, WCIOJB3YIOUIUMH U
OOCITy’)KMBAIOIIMMH arlapaTtHble ¥ MPOTPaMMHBIE CPEICTBa, TPEOOBAaHUI OpraHMW3alUOHHO-
pachopsAUTENbHBIX JOKYMEHTOB IO BOIIpocaM o0ecrieueHus nHHOpMalnOHHONW O€30MacHOCTH.

2.6.6 IlepcoHanbHOW OTBETCTBEHHOCTHIO 3a CBOM JICHCTBUS KaXKIOrO0 pabOTHUKA,
YYaCTBYIOIIETO B paMKaX CBOMX (YHKIIMOHAJBHBIX OOs3aHHOCTEH B  Iporeccax
aBTOMATHU3HPOBAHHOW 0OpabOTKM HHPOpPMAIMM W HUMEIOHIEr0 JOCTylm K pecypcam
MH(POPMAIIMOHHBIX CHCTEM.

2.6.7 Peanuzanuedl TEXHOJOTMYECKHUX  IPOIECCOB  00paboTkM WHPOpMAIMU ¢
UCIOJIb30BAaHUEM KOMILIEKCOB OPraHU3allMOHHO-TEXHUYECKUX MEpP 3allUThl MPOTPAMMHOIO
o0ecrevyeHus, TeXHUYECKUX CPEACTB U IaHHBIX.

2.6.8 Ilpunsatmem Mep 1O 0OECIEYCHHIO (U3MUYECKOW IIETOCTHOCTH TEXHHUECKUX
CpeACTB MH(POPMALMOHHBIX CUCTEM U MOJJIEp’KaHHEM HEOOXOJIUMOI0 YpPOBHS 3allUIIEHHOCTH
UX KOMIIOHEHTOB.

2.6.9 Hcrnonp3oBaHmeM (PHU3MUYECKMX M TEXHHYECKHX (IPOTpaMMHO-aIMapaTHBIX)
cpenctB 3amuThl pecypcoB 'BOY mkoabr Ned485 u agMUHUCTpATHUBHOM MNOIAEPKKOW HX
WCTIOJIH30BaHUSI.

2.6.10 KouTpomem  coOmOACHUS  TOJH30BATEISIMH ~ WH(POPMALMOHHBIX  CHCTEM
TpeboBaHuil o obecnedyeHnto HHPOPMaITMOHHON 6€30aCHOCTH.

2.6.11 Opumnueckoii 3amuroit mHTepecoB FBOY mkoabr Ned85 npu B3anMoaelicTBUN
C IOPUAMYECKUMU U (UBNYECKUMHU JHUIAMH OT MPOTHUBOIMPABHBIX M HECAHKIMOHHUPOBAHHBIX
JEWCTBUN CO CTOPOHBI ATUX JIUII.

2.6.12 TlpoBenennem aHamm3a 3((HEKTUBHOCTH MPUHATHIX MEP M MPUMEHSIEMBIX CPEICTB
3anuThl nHpopmay B 'BOY mkoJse Ne48S.

2.6.13 Pa3paboTkoil u peanuzanueil MpeIokeHui mo coBepuieHcTBoBaHMI0 C3U B
I'BOY mxoue Ne48S.

3 IpuHnMnbI odecneyeHus HHPOPMAIHMOHHOIT 6€30MAaCHOCTH

3.1 IIpuHI U 3AKOHHOCTH
3.1.1 Ilpu BbIOOpE 3aIIMTHBIX MEPONPUSITHUN, peaNu3yeMbIX CHUCTEMON oOecreueHus
UH(POPMALIMOHHOM 0€30MaCHOCTH, JOJKHO COOMIOIATHCS e CTBYIOIIEE 3aKOHO1aTEIbCTRO.



3.1.2 IlpuHATbIE Mepbl 3aIIMTHl HE JOJDKHBI MPEMSATCTBOBATH AOCTYNY K 3allHIIAEMOMN
uH(pOpPMaLIMU CO CTOPOHBI TOCYJAPCTBEHHBIX HJIM MPABOOXPAHUTEIBHBIX OPraHOB, €CIM TaKOH
JOCTYI HEOOXOJIUM B CIIy4asix, IPEyCMOTPEHHBIX 3aKOHOATEIbCTBOM.

3.1.3 IIporpaMMHO-TEXHUYECKHE CpeaCTBa, NpuMeHsieMble B 'BOY mikoJe Ne485 noskHbl
UMETh COOTBETCTBYIOIIHE JHIICH3MH, odunmansHo mpuodperathcss TBOY mikosoi Ned85 y
npeJicTaBuTeNel pa3pabOTYNKOB ATHX CPEJCTB.

3.2 [IpyHIUN CHCTEMHOCTH

[Tpu moctpoeHnn cucrteMsl obecrieueHuss WH(OPMAIMOHHON 0€30IMacHOCTH HEOOXOIUMO
MPUMEHSTh CUCTEMHBIN MMOAX0/I, KOTOPBIN MpeArnoiaraeT B3auMOCBA3b MPOLIECCOB OpraHU3alluu
3amuThl WHpopManmoHHBIX pecypcoB I'BOY mikoabl Ned85 coriiacoBaHHOe NPUMEHEHHE
METO/IOB M CPEJICTB 3aIUThl HHPOpMaMOHHBIX pecypcoB 'BOY mkosabr Ne485.

3.3 lIpuHIUI KOOPAMHALIMHA

3.3.1 Ilpu opraHu3anuu JIEWCTBHH 1O OOECHEeYCHUI0 HH(POPMAIMOHHONH O€30MacHOCTH
pykoBoactBo I'BOY mikosbl Ne485 obecrnieunBaeT 4eTKYH B3aMMOCBSI3b COOTBETCTBYIOILHX
CTPYKTYPHBIX TOJpa3JeieHuid MeXIy cOOOW, ¢ MPEeICTaBUTENISIMHU CTOPOHHHUX OpTraHH3alluii,
OKa3bIBAIOIINX YCIYTH B paMKaX JOTOBOPHBIX 00S3aTENbCTB.

3.3.2 Ilpu m0OCTpOEHHH, BHEAPEHWU H OKCIUTyaTallUM CHUCTEMBbl OOeCcTeueHus
uH(popMannoHHoH Oe3onacHocTd pykoBoAcTBO I'BOY mikoabr Ne485 oOecrieunBaeT yciioBuUs
it 3G (EeKTUBHONW KOOpAMHALIMM JCHCTBHI BCeX IHUI, OOECleYyMBaIOUINX HH(GOPMALMOHHYIO
0€30MacHOCTb.

3.4 lIpyHIUN APYKECTBEHHOCTH U MPOCTOTHI

3.4.1 Cucrema obGecneuenuss uHopmanronHoit 6e3onacHoctd B 'BOY mkose Ne485
bopmupyeTcst TaKUM 00pa3oM, YTOOBI CAeIaTh MAKCUMAJIbHO MPO3PaYHbIMU JIJIs TI0JIb30BaTeNeH
uHpopmarnmonHsix cucteM 'BOY mkosbr Ne485 nporiecch ee pyHKITMOHUPOBAHHUS.

3.4.2 Cucrema obecnieuenusi nHpopmarrionHon Oe3zonacHocTd B 'BOY mkoabr Ne485
BBICTPAaWBaeTCsl TakUM OOpa3oM, UYTOOBl OTPAHWYEHHUS OPraHU3ALMOHHOIO U TEXHHYECKOTO
XapakTepa, Hajmaraemble Ha coTpyaHMKOB I'BOY mkoabt Ned85 B cBs3u c peanusarueit
3alIUTHBIX MEp, CYIIECTBEHHO HE 3aTpYyIHsIN paboTy ¢ pecypcamM MH(OPMAIIMOHHBIX CHCTEM
I'BOY mkouabt Ne485.

3.5 IlpuHI U NPEBEHTUBHOCTH

Mepsl, npumensiemble I'BOY mkosie Ne485 ¢ nenpio oOecnieueHrs MHPOPMAIMOHHOMN
0€30IaCHOCTH, JOJDKHBI HOCHUTBH YIPEXJAIOUIMM XapakTep M HE JOMYyCKaTh pealn3alluio
COOTBETCTBYIOILIUX YI'PO3 U aTak.

3.6 IIpyHIUI ONITUMAJIBHOCTH U MHOTOYPOBHEBOCTH

3.6.1 BbiGop equHBIX MPOrpaMMHO-TEXHUYECKHUX CPEJICTB C LENbI0 COKPAILIEHUSI PACX0/0B
Ha CO3JaHHWE M TOJJIEPKKY (PYHKIIMOHUPOBAHHUS KOMIIOHEHTOB CHCTEMBbI OOecredeHus
MH(}OPMaLlMOHHON 0€30M1aCHOCTH.

3.6.2 IlpuMeHeHnEe pa3sHOPOJAHBIX MPOTPAMMHO-TEXHUUYECKUX CPEACTB 3ALLUTHI, C LIEIBIO
MOCTPOEHHUS 1IEJIOCTHON CUCTEMBI o0ecrieueHnss THPOPMAIIMOHHON 0€30IaCHOCTH U YCTpaHEHUs
BO3MO>XKHBIX YSI3BUMOCTEM.

3.6.3 HMcnonb3oBaHue il CO3AAaHUs pa3HbIX pyOexel obecrieueHus WHGOPMAIMOHHON
0€30MacHOCTH CPEACTB, KOTOPbIE UMEIOT CXOKUE JAPYT C APYroM (PYHKIMH, HO pa3paboTaHHbIE
pa3IMYHBIMU IPOU3BOJUTENSAMM W HUMEIOUIME PA3IMYHYIO JIOTUKY IOCTPOEHUS 3alIMTHBIX
MEXaHHU3MOB.

3.7 IlpuHIUI JKOHOMHUYECKOH 11e1ec000Pa3ZHOCTH



3.7.1 OcymiecTBieHNE OIIEHKH YPOBHS 3aTpar Ha oOecredeHrne 0e30macHOCTH, [EHHOCTH
WH()OPMAIMOHHBIX PECYPCOB M BEIMYHMHBI BO3MOXKHOTO yiiepb6a mis 'BOY mkoabr Ne485 B
cllydyae HapylIeHHs KOH(HUICHIHAIbHOCTH, LEIOCTHOCTH U JIOCTYIIHOCTH WH(OPMAIMOHHBIX
pecypcoB. 3.7.2 BbiOop HEOOXOAMMOTO M JAOCTATOYHOTO YPOBHS 3aLIUTHl MH()OPMAIIMOHHBIX
pecypcoB, IpU KOTOPOM 3aTpaThl, PUCK U Pa3Mep BO3ZMOXKHOIO ylepoa sBISIOTCS
HPUEMIIEMBIMHU.

3.8 IIpuHIUI HENPEPHIBHOCTH 1 HEIONMYCTUMOCTH OTKPBITOI0 COCTOSHUS

3.8.1 Cucrema obGecnieuenuss nHpopmannonHoit O6e3zornacHoctd B 'BOY mikose Ne485
CTPOUTCS TAKMM 00pa3oM, 4yTOOBI Ipolece 3amuThl nHPpopMannoHHbIX cucteM I'BOY mikoJbI
Ne485 ocymiecTBISsUICS HENPEephIBHO M LIEJICHAINIPABICHHO Ha MPOTSKEHUU BCErO >KU3HEHHOI'O
LUKJ1a UHPOPMALIMOHHBIX CHCTEM.

3.8.2 Cucrema obecrieuenust nHpopmanronHoi 6e3onacHoctr B FBOY mikoJsie Ne485 npu
JTFOOBIX BO3HUKAIOIIMX OOCTOATENBCTBAX JIMOO IMOJHOCTHIO BBINIOJHAET CBOM (YHKIHH, JTHOO
MOJTHOCTBIO OJIOKUPYET JOCTYII.

3.9 IIpunuun npodeccuoHaIn3dMa

39.1 [IlpuBneyeHue pans pa3paOOTKM M BHEAPEHMS] CUCTEMbl  OoOecredeHus
MH(OPMaLlMOHHON 0€30I1aCHOCTH, MPH HEOOXOIUMOCTH, CIIEHUATU3UPOBAHHBIX OpraHu3alui,
Haun0oJiee MOArOTOBIEHHBIX K KOHKPETHOMY BUJY AEATEIbHOCTH U UMEIOLIUX COOTBETCTBYIOIINE
JIMIIEH3UU Ha BBIIOJHEHUS pa0dOT U NPAaKTUYECKUH OIBIT B JaHHOW 00JIaCTH.

3.9.2 Opraam3anus npodeccuoHATBHOHN MOATOTOBKH CBOMX Pa0OTHUKOB JIJISl SKCILTyaTallun
KOMITIOHCHTOB CHCTEMBI 00ecTieueHUsI MHPOPMAITMOHHON 0€3011aCHOCTH.

3.10 lIpuHuun BLIOOPA pelIeHnid 3alUThI

3.10.1 OpueHranys Ha NPUMEHEHHE COBPEMEHHBIX BBICOKOTEXHOJIOTMUYHBIX PELICHHH H
MPOrPaMMHO-TEXHUYECKHUX CPEACTB 3alIUThl, XOPOILIO 3apEKOMEHI0BAaBUINX Cce0sl, HHTYUTUBHO
MOHATHBIX U HE CI0XKHBIX B KCILTyaTallUH.

3.10.2 Mcnonb30BaHe OLIEHKU CTENIEHH KOPPEKTHOCTH (DYHKIIMOHUPOBAHUS M UCTIOTTHEHUS
3alIUTHBIX (YHKIMH, OTKa30yCTOWYMBOCTH, IPOBEPKH COTJIACOBAHHOCTH KOH(UIypaIiu
pa3IUYHBIX ~ KOMIIOHEHTOB M BO3MOXHOCTHM  OCYLIECTBJIEHMSI  LIEHTPAJIU30BAHHOTO
aJIMIHUCTPUPOBAHUS IIPU BBIOOPE pelIeHHH M0 3aluTe THPOPMALIMOHHBIX CUCTEM.

3.11 llpuHIMN pa3BUTHA

3.11.1 Pa3ButHe M OOHOBJIEHHE HA PETYIIPHON OCHOBE CYIIECTBYIOIIEH CHCTEMBI
obecrnieueHns HH()OPMAIIMOHHOW OE30MTaCHOCTH.

3.11.2 OpueHTanus Ha MPEEMCTBEHHOCTh IPUHSTHIX PAHEE PEIICHUH 110 3aIUTE, HAa aHAJIU3
(GYHKUMOHUPOBAHUS  MH(OPMAIIMOHHBIX  CHUCTEM M CaMOM  CHUCTeMbl  obOecreueHus
MH(OPMaLIMOHHON O€30MaCHOCTH.

3.12 IIpuHUIMI EePCOHATIBLHONH OTBETCTBEHHOCTH U pa3ie/ieHUs 00s3aHHOCTel

3.12.1 PyxoBozctBo 'BOY mikoJbl Ne48S onpenenser npaBa 1 OTBETCTBEHHOCTb KayKJI0TO
KOHKpPETHOro paboTHUKa (B Mpeaenax €ro JAODKHOCTHBIX OOs3aHHOCTEH) 3a oOecnedeHue
6e3omacHocTH nHpopMannoHHbIX pecypcoB 'BOY mkobr Ne485.

3.12.2 Cucrema obecnieuenusi uHpopmanonnoit 6esomnacHocty 'BOY mkoant Ne485
o0ecrieynBaeT pas/jelieHue IOJHOMOYMM B HMH(OPMAIMOHHBIX CHCTEMaX, OO0s3aHHOCTEH u
OTBETCTBEHHOCTH MEXIy pabOTHUKAMH, HUCKIIIOYAIOIIEe BO3MOKHOCTh HAPYIICHUS] KPUTHUECKU
BaxHbIX 111 I'BOY mkoabt Ned485 mnpoueccoB wim co3gaHusl ysA3BUMOCTEH B 3allUTe
WH()OPMAITMOHHBIX PECYPCOB.

3.13 IIpuHUMI MEUHMMH3ALHA NPUBUJIETHI OJIb30BaTe el



OOecrieueHre  TONB30BATENICd  MPUBUIICTUSIMU  MHUHHUMAJIBHO  JIOCTATOYHBIMHU IS
BBITIOJIHEHUS MMHU cBouX ¢yHKiMd B I'BOY mkose Ne485, B COOTBETCTBHM CO CBOUMH
JOJKHOCTHBIMH O0SI3aHHOCTSIMU.

4 30HBI OTBETCTBEHHOCTH YYAaCTHUKOB Mpoliecca odecrnedeHnsi HHGpopMannmoHHOI
0e301acHOCTH

4.1 PykoBoactBo 'BOY mkouabr Ne485

4.1.1 Co3maet ycioBusl, TpU KOTOPBIX Kax bl paboTHUK 'BOY mikosb1 Ne485 3naet cBon
0053aHHOCTH M 33Ja4d B OTHOLICHWH HH(OPMAIIMOHHBIX PECYpCOB U OOECIEUMBAET HAIMYHE
HEoOXoauMOro paszzaeneHuss (QyHKUMH M TOJTHOMOYMH B LENIAX HEAONMYHIEHUS KOH(MIUKTa
MHTEPECOB.

4.1.2 Hasnauaer paOOTHMKOB, OTBETCTBEHHBIX 3a CO3/JaHHMe U wucnosnb3oBanue C3U,
uH(popmanuu oopadareiBaeMoil B 'BOY mikoabslr Ned85, peanuzanuio mporeccoB odecieueHus
nH(GOPMaLIMOHHON OE30MaCHOCTH, a TAK)KE UX KOHTPOJIS.

4.1.3 OO6ecrneunBaeT JOCTATOYHYIO YHCIEHHOCTh U KBaJU(UKAIMIO TEpCOHaa,
OTBETCTBEHHOTO 3a IMOCTPOEHHE W TOJIEp)KAHHE IMPOLECCOB obecrieueHus: WHPOPMAIMOHHOM
Oe3omacHOCTH, BHenpeHue u ympapieHue C3U, a Takke KOHTPOJIb U MOHUTOPUHT TEKYIIETO
COCTOSTHUS CHCTeMBI oOecrieueHust nHpopManmonaoi 6e3onacHoctd F'BOY mikosb1 Ne485.

4.1.4 Vuauuuupyer, OCYIIECTBISET MOMJEPKKY M KOHTPOJUPYET BBIIOJHEHHE BCEX
nporueccoB obecriedeHus: nHGopmaonHoii 6ezonacioctu B FBOY mikoJie Ne485.

4.1.5 Ananuzupyer pe3ynbTarhl paboT Mo o0ecreueHu0 HHPOPMAIIMOHHOM 6€301MacHOCTH
U Ha HUX OCHOBE NPHUHUMAET PEUICHHS O HEOOXOTUMOCTH pa3BUTHsS CHUCTEMbI OOecredeHus
MH(pOPMaLMOHHON 0€30M1aCHOCTH, €€ Pa3BUTHUS, O BO3MOKHOCTHU IPUHSTHS OCTaTOUYHBIX PUCKOB
MH(POPMALIMOHHOM 0€30MacHOCTH, O BBIJACICHUHM PECypcoOB, HEOOXOAMMBIX MJs peaau3aluu
[TonmuTuky nHpOPMALMOHHON OE30MACHOCTH.

4.2 Komnerentuoie noapasaeaenus 'bOY mxkomabr Ne485

4.2.1 TloaroraBiauBalOT mpeIoKeHUsT 1o JopaboTke [lonmuTuku wuHGOpMaMOHHON
0€30I1aCHOCTH B YaCTH TEXHUYECKOro odecredeHuss nHPpopMmauuoHHbIx cucteM I'BOY mikosbl
Ne48S.

4.2.2 PaszpabaTbiBatoT mpouenypbl 3(PQPEKTUBHOTO YIpaBICHUS TEXHUYECKUMHU U
MPOrPaMMHBIMH CpPEACTBAMH HMH(OPMAIIMOHHBIX CHUCTEM M TPUMEHSIOT WX B MPAKTHUYECKOU
JIeSTETLHOCTH B OTHOIIIEHUU BCeX CUCTeM, JericTByomux B 'BOY mkoabr Ne4§5.

4.2.3 OpranusyloT HpoBeJeHHEe HEOOXOIMMOro MHCTPYKTaKa paOOTHHUKOB CTPYKTYPHBIX
NOJpa3JIeIeHUl B YaCTH BOIIPOCOB O€30MacHOM SKCIITyaTallui HHPOPMALMOHHBIX CUCTEM.

4.2.4 OOecnieunBalOT 3aIIUTy JOCTyNa KO BCEMY CEpPBEPHOMY M KOMMYTALMOHHOMY
000py/ZI0BaHUIO, HOCHUTEISIM HH(POpPMAIMH, KOTOPBHIE HCIOJB3YIOTCA B COOTBETCTBYIOIIMX
CTPYKTYPHBIX IOJIpa3AeieHUsIX.

4.2.5 OCyLECTBISIOT MEPONPHUATHS MO MOJJIEPKKE COMPOBOXKICHUS U HCIOJIb30BAHUS
UH(POPMALIMOHHBIX CHUCTEM.

4.2.6 ObecrnieuynBarOT OTKA30yCTOMYUBOCTD BCETO MPOTPaMMHO-aINapaTHOTO KOMILJIEKCa U
IpOLEAYpPY PErJaMeHTHPOBAHHOTO BOCCTAHOBJIEHUS pabOTOCIIOCOOHOCTH TMOC/IE OTKa30B
KOMIIOHEHTOB.

4.2.8 PerymnsapHo OOHOBJISIIOT IPOrpaMMHBIE U TIPOrpaMMHO-anmnapaTrHeie kommiekcsl C3U
B I'BOY mixoJie Ne48S.



4.2.9 OcymecTBIAIOT NOIACPXKKY (YHKIMOHUPOBAHUS HH()OPMAIIMOHHBIX CHCTEM U
OPUHUMAIOT HEOOXOJHWMbIE Mephl 10 KOHGUTYPHUPOBAHUIO CHUCTeM Il oOecredeHust
HEo0X0uMoro ypoBHs HHGopMannonHoi 6e3onacHoct 'BOY mikose Ne485.

4.2.10 KoHTpoaupyroT pabOTOCIIOCOOHOCTh YCTPOWCTB OecnepeOOHHOro MUTaHUs
kpuTHaHbIX i1 FBOY mkoJbl Ne485 nHpOpPMAIIMOHHBIX CUCTEM.

4.2.11 OOGecneunBalOT (HU3UUECKYIO 3AIIUTY IMOMEIICHUH, B KOTOPBIX PACIHOJIAraroTcs
kputnuHbie 111 FBOY mikosbl Ne485 nHdopmaioHHbIE CUCTEMBI.

4.2.12 O6ecrnieunBarOT COMPOBOXKICHUE YCTPOUCTB KOHTPOIISI ocTyna B momenieHuss bOY
KO0JbI Ne48S.

4.2.13 OOGecneunBaroT 3ammty HHGOpManuoHHBIX pecypcoB 'BOY mikosbr Ne485 ot
CIIy4aifHOTO WJIM HAMEPEHHOT'0 YHUYTOXKEHHS, UCKKEHUs, pa3TialleHusl.

4.2.14 KoHTpoIUpyIOT BBIOJHEHHE YCTAHOBIICHHBIX MPaBHJI W MPOLEAYp OOecredeHus
uHpopmannonHoi 6e3onacHoctd B 'BOY mkosb1 Ne485.

4.3 PykoBoauTte/u cTpyKTYpHbIX noapasaenenuii FBOY mxoubr Ne485

4.3.1 OOGs3anbl cobOM0AaTh TPEOOBAHMS JIEHCTBYIOIIETO 3aKOHOJATEIbCTBA Poccuiickoin
Oenepaniit 1 BHYTpeHHHX J0KyMeHTOB I'BOY mikoabt Ne485 B wuactu obecrneueHus
MH(}OpPMaLlMOHHON O€3011aCHOCTH.

4.3.2 OO0ecreunBalOT KOHTPOJIb 3a COONIOJEHHMEM HOPM M HpaBuWil oOecredyeHus
WH(OPMAIIMOHHONH OE30IMaCHOCTH B CBOEM CTPYKTYPHOM TOIpa3ACiieHUd U HHPOPMUPYIOT
KOMIIETEHTHOE I0JIpa3/ielieHue O JHOObIX MOJO3PUTENIBHBIX COOBITUSAX WJIM HapyIIEHUSX
NEMCTBYIOIMX MPaBHII oOecreueHust HH)OpMaIMOHHON 0€301acHOCTH.

4.3.3 OO6ecneunBalOT COOTBETCTBHE JEHCTBUII pabOTHUKOB mojapaszaeneHust [lonmutnke
UHPOPMALIMOHHOM  0€30MacHOCTH, BHYTPEHHHM  JOKYMEHTaM 10  HMH(OpMarMOHHOU
0€e30MacHOCTH U JIIOOBIM JIpyruM pacropsibkeHusiM pykoBoacTBa I'BOY mkoabr Ne485 o
BOINpocaM MH(OpMAITMOHHON 6€30aCHOCTH.

4.3.4 OpranusyroT MpoBeJeHHe HeOOXOAMMOT0 MHCTPYKTaka 1O BONPOCAM BbIMOJIHEHUS
npaBuil MHPOPMALMOHHOM O€30macHOCTH JIsl BCeX paOOTHUKOB CBOETO CTPYKTYPHOTO
MO/Ipa3/IesIeHuUS.

4.3.5 KoHTpoIMpYIOT BBINOJHEHWE Pa0OTHUKAMU B CBOEM CTPYKTYPHOM MOpa3/ieiIeHUH
YCTAQHOBJICHHBIX MpPaBMJ B LEsAX oOecreueHHss (pu3Mueckoil 06e30MacHOCTH KOMITBIOTEPHOTO
00opy0BaHus U HOCUTENEH HH(OpMaLUK.

4.3.6 CBoeBpeMeHHO MH(OPMHUPYIOT PYKOBOJICTBO O BCEX BBIABJICHHBIX COOSX B paboTe
UH(POPMALIMOHHBIX CHUCTEM.

4.3.7 KOHTpOIMPYIOT AOCTYH K HEOOXOUMBIM HH(DOPMAITMOHHBIMU pecypcaM paOOTHUKOB
CBOETO CTPYKTYPHOTO MOAPA3/IeNCHHs B COOTBETCTBUU C MOTPEOHOCTHIO B MpeEEiax CIIy>KeOHbBIX
o0s3aHHOCTEH.

4.4 Pa6orHuxku I'BOY mkosbr Ne485

4.4.1 CoGmroatoT U BRIMOMHSIOT TpeboBanus [lomutuku nHGpOpMaMOHHON 6€30MaCHOCTH,
COOTBETCTBYIOIIMX JIOKAJIbHBIX akKkTOB, NOKyMeHTOB I'BOY mkouasr Ned485 no Bompocam
UH(POPMALIMOHHOM 0€30MacHOCTH.

4.4.2 CobmronatoT KOH(PpUIEHINATBHOCTD JaHHBIX, TOCTYI K KOTOPHIM OBbLIT MU TMOJTYYEH.

4.4.3 OOecneunBatoT (HPU3HUECKYI0 0€30IaCHOCTh BCETO TEXHUYECKOTOo O0OpYyIOBaHUS U
HocuTenel nHdopMaIiy, UCTIONIb3YeMbIX B padoTe.

4.4.4 He JIOITYCKAIOT CaMOBOJILHOI'O HOIKIIOUYCHUS u HUCIOJIL30BaHUS
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B aBTOMAaTHU3MPOBAHHOW MH(POPMAIIMOHHON CHUCTEME JTUYHOTO KOMITBIOTEPHOTO U IU(POBOTO
000pysOBaHus, a TAK)Ke HOCUTENEH HHPOPMAITIH.

445 He ponyckaioT CaMOBOJBHYIO YCTAHOBKY IPOrpaMMHOr0O oOecredeHus Ha
KOMIIBIOTEPHI, BXOJSIINE B COCTaB MH()OPMALIMOHHOW CUCTEMBI.

4.4.6 CBoeBpeMEHHO UHOOPMUPYIOT PYKOBOAUTENS CBOETO CTPYKTYPHOTO MOAPA3/ICICHHUS
0 BCEX CIydYasx HapylmeHHs MH()OPMAIIMOHHON 0e30IacHOCTH M O BCEX BBISBICHHBIX COOSIX B
paboTe MporpaMMHBIX U MTPOrPAMMHO-AINIAPATHBIX CPECTB.

4.4.7 TIposiBASIOT OCMOTPUTENBHOCTh B OTHOIICHHH JIOOBIX JIEHCTBUH, KOTOPHIE MOTYT
MOBJICYH 32 COOO CHUKCHHE YPOBHS MHPOPMAITMOHHON 0€3011aCHOCTH.

4.5 Croponnue ¢pusnyeckne u WPUINIECKHE JIUIA

Cobnromator ¥ BBIIONHAIOT TpeboBaHus [lonmTHky uHOpMAIMOHHON 0€30macHOCTH,
COOTBETCTBYIOIIMX JIOKAIbHBIX akTOB M JoKymMeHTOB I'BOY mkoabt Ned85 wu npyrux
pacropspKeHHnid pyKOBOJICTBA TI0 BOIPOCcaM MH(OPMAIIMOHHON 0e30MacHOCTH MPU HCTIOTHEHUH
JIOTOBOPHBIX 0053aTEIbCTB.

5 OcHOBHBIE TpeﬁoBaHHﬂ 10 3a1uTe ]/IH(])OpMaIII/IH OIrpaHH4Y€HHOI0 10CTyIa

5.1 O6mue TpedoBanus

5.1.1 B TBOY mxose Ned85 mnHeoOXoammo coOMIOIaTh pPEXUM OC30MACHOCTH,
npeycMaTpUBaIOIIU i peau3aiuio OpPTraHU3aIMOHHO-TEXHUYECKHUX MEPONPUITHIA,
HANpaBJICHHBIX Ha o0ecreyeHne KOH(UICHIMAIBHOCTH HH(OpMAnuu, AOCTYH K KOTOpPOU
OTpaHHYEH B COOTBETCTBHUH ¢ TpeOOBaHUSAMU 3aKOHOAaTenbcTBa Poccuiickoii @eneparuu.

5.1.2 B T'BOY mkosae Ned485 ocymiectBisieTrcss o0paboTka M XpaHeHHe HH(opmanuu
OTpaHUUYEHHOT0 JOCTyMNa (JOCTYI K KOTOPOI orpaHnyeH (perepaabHbIMU 3aKOHAMHU U CITy>KeOHOMI
HEOOXOUMOCTHIO).

5.1.3 B T'BOY mkoJje Ne485 nomxeH ObITh pa3paboTaH mepeueHb HWHGOpMALUU
OTrPaHUUYEHHOIO TOCTYIA.

5.1.4 TBOY mkoaa Ned8S, xak obnanarens nHGOpMALUK OTPaHUYEHHOIO JI0CTYIA, IpU
OCYIIIECTBJIEHUU CBOUX IPaB 00s3aHO:

O co0Jr01aTh MpaBa U 3aKOHHbIE HHTEPECHI MHBIX JIUIY;
O MPUHUMATH MEPBI 1O 3alUTe HHPOPMAIIHH;
O OTrpaHMYMBATh JOCTYN K HH(QOpMAIMH, €CIH Takas OOS3aHHOCTh YCTaHOBJIEHA

dbeneparTbHBIMU 3aKOHAMH.

5.1.5 TBOY mxoJa Ne485, kak obnanarens nHGOpMaLMU OTPAHUYEHHOTO JIOCTYIA, €CIIU
MHOE HE MPEeIyCMOTPEHO (peepanbHbIMU 3aKOHAMH, BIIPABE:

O paspelaTh WIK OTPaHUYMBAThH JOCTYI K UH(OpMAaLNK, OTpeAesaTh TOPAI0K
U YCJIOBHSI TAaKOT'O JOCTYTIA;

O UCMOJIb30BaTh MH(POPMAILIMIO, B TOM YHUCIE pPACIPOCTPAHATH €€, M0 CBOEMY
YCMOTPEHHUIO;

O nepenaBaTth HMH(OpPMaNMIO JAPYTUM JIMIAM Ha YCTAHOBJIEHHOM 3aKOHOM
OCHOBaHUU;

O 3alIMIATh YCTAHOBJIEHHBIMH 3aKOHOM CIIOCOOaMH CBOM IpaBa B Cilydae

HE3aKOHHOT'O IMOJIYYCHHUA I/IH(l)OpMaHI/II/I NI €€ HE3aKOHHOI'O MCITI0JIb30BaHUs MHBIMU JIMIIaMU,
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| OCYIIECTBIISITh MHBIC JEHCTBUS C MH(pOpMAIMEH WM pa3pemiaTh OCYIIECTBICHUE
TaKUX JIEHCTBHI, €CIIM ITH JEHCTBHS HE NpPOTHBOpeYaT (enepaibHbIM 3aKOHAM W JPYTUM
HOPMAaTHUBHO-TIPABOBBIM aKTaM PETYJISTOPOB.

5.1.6 TBOY mkoJa Ne485 sapmssice obnamgarenemM nHGOpPMAIIUK OTPAHUYCHHOTO JIOCTYIIA,
B CITy4asiX, yCTAHOBJICHHBIX 3aKOHOAATENbCTBOM P®D, 00s13aH0 00ecieunTh:

O npenotpamenue HCJI k uapopmariu 1 (Uam) nepeaadu ee Juiam, He UMEIOIUM
npaBa Ha JOCTYM K HH(POpMAaInH;

a cBoeBpeMeHHoe oOHapykenue gakroB HCJI k mHbopmarmy;

O HEJOIYIeHnEe BO3ACHCTBUSA HAa TEXHUYECKHE cpeacTBa 00paboTku nHbopManuuy,

B pe3yJibTaTe KOTOPOTrO HapymiaeTcs: ux (GyHKIMOHUPOBAHUE;

O BO3MOXXHOCTE PEriIaMCHTUPOBAHHOT'O BOCCTaHOBJICHHUA I/IH(bOpMaI_II/II/I,
MO,Z[I/I(bI/II_II/IpOBaHHOﬁ nim YHHQTO)KCHHOﬁ BCJICACTBHUEC HCCAHKIITMOHUPOBAHHOT'O JOCTYIIA K Heﬁ;

O MIOCTOSIHHBINM KOHTPOJIb 32 00ecTeYeHNeM YPOBHS 3allIUIIICHHOCTH UH(DOpMAIIIH.
5.1.7 3ammTa uHQOpMALMM OTPAHUYEHHOTO JOCTYIA MPEACTaBIsSeT COOOH NpPUHATHE
MPaBOBBIX, OPTraHU3AIIMOHHBIX U TEXHUYECKUX MEp, HAIIPABJICHHBIX Ha!

O coOoienre KOH(GUACHIINATbHOCTH HHPOpMAINK (UCKIIIOUEHHE HETTPAaBOMEPHOTO
JOCTYyMa, KOMMMPOBAHUS, IPEIOCTABIICHUS MIIM PacTipoCTpaHeHHs UH(pOopMaLn);

O oOecriedyeHne LEIOCTHOCTH HH(pOpManmuu (MCKIIOYCHHE HENpPaBOMEPHOTO
YHAYTOXXCHUS WM MOAU(UIIMPOBaHUS HH(POPMAIIHHN);

O peanu3anuio npaBa Ha AOCTYH K HMH(popMaluM (UCKIIOUEHHE HENPaBOMEPHOIO
OJIOKMpOBaHUS UHPOPMALIUN).

5.2 Opranmn3anus 32U THI KOHPUICHIHAIbHON HH(pOpManun

5.2.1 Ilpu opranmamuu B BOY mkoJe Ne485 3amutel nHPOpMAITIH OTPaHUTICHHOTO

JI0CTyIa, HEOOXOJIUMO PYKOBOJACTBOBaTbCsA TpeOoBaHUsMU DelepanibHOro 3aKOHa OT

27.07.2006 Nel49-03 «O06 mHpopmanuu, HHPOPMAIIMOHHBIX TEXHOJOTHUSX W O 3allUTe

uHpopmanun» u PenepanbHoro 3akoHa ot 27.07.2006 Ne 152-®d3 «O mepcoHalbHBIX

JAHHBIX», KOTOPbIE PETYIUPYIOT OTHOLIEHMS, CBA3aHHbIE C YCTAHOBJICHUEM, U3MEHEHUEM U

IpeKpaleHueM pexxuma o0paboTKH 3aluaeMoi MH(popMaIum.

522 B TBOY mkojae Ne485 HeoOxoauMo coOMIOIaTh PEKUM  3aIIUTHI

KoH(uAeHIMansHOM nHpopmanuu (nanee — KN):

— orpanunyenue goctyna k KW, nmyrem ycraHoBieHus nopsijika odpaiieHust ¢ 3Ton
uH(popMalel 1 KOHTPOJIS 3a COOIIOACHUEM TaKOro MOPSI/IKa;

— yder jul, noayyuBmux goctyn k KU, u (wnm) nui, KoTopbiM Takas nHGopManus
ObUIa IpeoCTaBlIeHa WK MEepeJaHa;

— peryiaupoBaHHME OTHOLIEHMA 1o wucnojib3oBanuio KW, ¢ paGoTHukamu Ha
OCHOBaHUU TPYAOBBIX TOTOBOPOB U KOHTPAareHTaMHU Ha OCHOBAHUH I'PaKJaHCKO-TIPAaBOBBIX
JIOTOBOPOB;

— HCIIONb30BaHME MaTEepHAIBHBIX HOcuTenel, cogepxamux KW B coorBeTcTBUN €
YTBEPKACHHBIM MOPSAAKOM, UCKIIIOYAIOIINM HECAHKIIMOHUPOBAHHBIM JOCTYN K HUM.

5.2.3 JIna obecneuenus 3amutsl KM, 'BOY mkosa Ne485 BrpaBe npuMeHsTh CpeCTBA U
METO/Ibl TEXHUYECKOM 3alllUThl, MPEANPUHUMATH IpyTHe, He IPOTUBOPEYAIlINe 3aKOHO1aTeNbCTBY
P®, mepsl.

5.2.4 B uensix oxpansl KU, B paMkax TpyJI0BBIX OTHOILIEHHIH HEOOX0AUMO:
— O03HAKOMMTH O] PACHHUCKy pabOTHUKOB, 0CTyn KOoTOphelx K KU, HeoOxonum ams
BBITIOJIHEHHSI HMMH CBOMX CIYXEOHBIX oOs3aHHOCTeH, ¢ mnepeunem KU, u
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ycraHoBlieHHBIM B 'BOY mikosie Ne485 pexumom 3amutsl KU, a takxke mepamu
OTBETCTBEHHOCTH 3a €0 HapyUICHHUE;

— co3naTh paboOTHUKAM HEOOXOJIMMBIE YCIOBUSA Jsi COOIOJEHHS YCTaHOBJICHHOTO
pexuma 3amutbl K.

5.2.5 Pa6otauku I'BOY mkosbl Ne485, o0s3aHbI BBEIIOJIHATE ycTaHOBICHHBIH B [BOY
mkosge Ned485  pexum 3ammtel KU, He pasrmamare unpopmanuio, coctasisitonryto KU, u ve
UCIIOJIb30BATh 3TY HH(POPMAIUIO B JIMYHBIX I[EJISX.

5.3 Oco0eHHOCTH 3aIMThI IEPCOHATBbHBIX JAHHBIX

53.1 Ilpu opranmszammu B I'BOY mkose Ned485 3ammrThl MepcOHAIbHBIX JTaHHBIX

HEeoOX0UMO PYKOBOACTBOBaTbes TpeboBanusiMu denepanbHoro 3axona ot 27.07.2006

Nel152-®3 «O nepcoHaNbHBIX TAHHBIX», KOTOPBIA PETyJIUPYET OTHOIIEHHUS, CBSI3aHHBIE C

00paboTKOI M XpaHEHHWEM TIEPCOHANBHBIX JaHHBIX IPaXKJIaH M ONpeaessieT TpeOOBaHUs 110

3alUTe UX KOH(PUACHINATBHOCTH.

5.3.2 T'BOY mxkosia Ned485 camMoCTOSTENBHO OMpENessieT COCTaB M MepedyeHb Mep,

HEOOXOJUMBIX U JOCTaTOYHBIX JUIsi OOecHeueHus BBINOJIHEHUS OO0S3aHHOCTEM,

npenycMoTpeHHbix OenepanbHbiM 3akoHOM No152-D3 u mpUHATHIMU B COOTBETCTBUH C HUM

HOPMAaTUBHBIMHM IPaBOBBIMU AaKTaMH, €CJIIM HHOE He MpeaycMoTpeHo PenepaibHbIM

3akoHOM Nel52-®3 wnu apyrumu deaepaibHbIMUA 3aKOHAMHU.

5.3.3 Ilepeuens mep, BbImodHeHHE KOTOphIX oOecmeunBaer I'BOY mkona Ne485 B

KauyecTBE ONEepaTopa MePCOHANbHBIX JAHHBIX, TOJKEH BKIIOYATh:

O HazHaueHue B 'BOY mkoJie Ne485 0TBETCTBEHHOI 0O 3a OpraHu3aluoo 00paboTKu
HIepCOHAJILHBIX TaHHBIX;

O nznanue 'bBOY mkosioii Ne485 noKyMEHTOB, ONPENENSIONINX €r0 MOJUTHKY B
OTHOIIIEHUH OOpabOTKH TMEPCOHANBHBIX JaHHBIX, JIOKAJIBHBIX aKTOB IO BOMpOcaM 00pabOTKU
MEPCOHANIBHBIX JIAHHBIX, @ TAaKXE JIOKAJbHBIX aKTOB, YCTAHABJIMBAIOIIUX MPOLEIYPHI,
HalpaBJICHHbIE Ha NPEAOTBPAIllCHUE W BBIABICHUE HAPYIICHUNW 3aKoHOAaTenbcTBa PO,
YCTpaHEHME MOCIEACTBUN TAKUX HAPYIICHUH;

O MPUMEHEHHE TTPABOBBIX, OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep MO 00eCIeUeHUIO
0€30MacHOCTH MEePCOHANBHBIX JTAHHBIX B COOTBETCTBHM CO cTaThell 19 denepanbHOro 3akoHa
Nel52-®3;

O OLICHKY Bpena, KOTOpPbIM MOXeT ObITh NPUYMHEH CYOBeKTaM IepCOHAIbHbBIX
JaHHBIX B ciyyae HapymieHust DenepanbHoro 3akona Nel52-®3, cooTHOLIEHHE YKa3aHHOTO Bpeaa
U IPUHUMAEMBIX OIIEpaTOpPOM Mep, HalpaBJIEHHBIX Ha 00ecIieYeHHe BBIOJHEHHs 00s3aHHOCTEH,
npeaycMoTpeHHbIX PenepanbHbM 3ak0HOM Nel52-D3;

O o3HakomiieHne pabotHukoB I'BOY mkoabr  Ne485, HemocpeacTBeHHO
OCYILECTBIISIOUINX 00pabOTKy NepCOHANIBHBIX JaHHBIX, C MOJIOKEHUSIMH 3aKoHOaTeabcTBa PO 0
NEPCOHANBHBIX MaHHBIX, B TOM YHCIIE TPEOOBAHWSMH K 3alIUTE IMEPCOHATBHBIX JTaHHBIX,
JOKyMeHTamH, onpezaenstomuMu noauTuky I'BOY mkossr Ned8S5 B oTHOmeHun o6paboTKU
MEPCOHANBHBIX TaHHBIX, JJOKAJFHBIMU aKTaMH 110 BOIIPOCaM 00paOOTKHU MEPCOHATBHBIX JTaHHBIX
U 00ydeHue, Mpu HeoOXO0IMMOCTH, YKa3aHHBIX PaOOTHUKOB.

5.3.4 TBOY mxkoaa Ne485 npu o0paboTke MepcoHATbHBIX JTAHHBIX 0083aHO MPUHUMATh
HE0OXO/MMbIE TPABOBBIE, OPraHU3AllMOHHbIE W TEXHUYECKHWE Mephl WM oOecreuuBaTh HX
NPUHATHE JUTSI 3aIIUTHI IEPCOHATBHBIX TAHHBIX OT HETIPABOMEPHOTO HIIH CIyYaifHOTO AOCTYMa K
HUM, YHMYTOXXCHHUS, U3MEHEHHsA, OJIOKMPOBAaHMSA, KOMHMPOBAHUS,  IPEAOCTABICHHUS,
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pacnpoCTpaHCHUs TMCPCOHAJIbHBIX JaHHBIX, a4 TAaKXKC OT HHBIX HCIIPABOMCPHBIX HeﬁCTBHﬁ B
OTHOIICHUH NIEPCOHAIBHBIX JIAHHBIX.
5.3.5 ObecrnieueHre 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTACTCS, B YACTHOCTH:

a0 OIIpEICICHUEM YIPO3 M HapyIIUTENel 0e30MacHOCTH MePCOHAIBHBIX JaHHBIX TIPU
X 00paboTke B MHPOPMAIIMOHHBIX CHCTeMaX MePCOHAIBHBIX JaHHBIX (nanee — MCII/In);

O npoBenenueM kinaccupukanuu MCIIJITH B COOTBETCTBMH C TpeOOBaHHUSIMHU
[ToctanoBnenus IIpaBurensctBa PO ot 01.11.2012 Nel119 «O06 yrBepkaeHun TpeOOBaHUN K
3alUTe NePCOHABHBIX JaHHBIX MPU UX 00pab0TKe B UH(POPMALIMOHHBIX CUCTEMAX MEPCOHANBHBIX
JIAHHBIX», U Ollpeesienne kiacca 3amuienHoctu s UCITx;

O NPUMEHEHHEM OpraHM3allMOHHBIX M TEXHHYECKHX Mep M0 00ecredyeHuro
0€30MaCHOCTH TEPCOHATBHBIX MaHHbIX npu ux oOpabdorke B HCII[AH, HEOOXOAMMBIX IS
BBITIOJTHEH WS TPEOOBAaHMH K 3alIUTE TIEPCOHATIBHBIX IAHHBIX, HCIIOJTHEHHE KOTOPBIX 00eCIeynBaeT
BBIOpaHHBIC YPOBHH 3aIMIICHHOCTH MIEPCOHAIBHBIX TaHHBIX;

O [IPUMEHEHUEM IMPOLIEAIINX B YCTAHOBJICHHOM MOPSAAKE MPOLEAYPY OLIEHKU
COOTBETCTBUS CPECTB 3aIIUTHI HHPOPMAIIHH;

O OLIEHKOHN Y(PPEKTUBHOCTH TMPUHUMAEMBIX MEp MO 00ECHedeHUI0 O0e301MacHOCTH
MEePCOHANIBHBIX JIaHHBIX J10 BBOAA B AKcIuTyaramuio UCIIdH;

a Y4€TOM MAalIMHHBIX HOCUTENIEH NepCOHAIbHBIX JaHHBIX;

a obHapyxenneM (paktoB HCJI k nepcoHanbHbIM JAHHBIM U IPUHSATHEM MEDP;

O BOCCTQHOBJICHMEM  IEPCOHAJIBHBIX  JaHHBIX, MOJW(UIMPOBAHHBIX  WJIH

yauutoxeHHbix Benencreue HCJ k Huwm;

O YCTAHOBJICHMEM IPABUJI IOCTYIA K MEPCOHAIBHBIM JJaHHBIM, 00pabaThIBa€MbIM B
HUCTI/[JH, a Taxke obecrieueHUEM PEruCTpaliyd U y4yeTa BCeX JIEHCTBUM, COBEPIIAEMBIX C
nepcoHabHbIMU JaHHbIME B UCT1/IH;

O KOHTpPOJIEM 3a MPUHMMAeMbIMH MepaMHM 10 O0ecledyeHuI0 O0e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX U ypoBHS 3amuieHHoctu UCII/IH.

5.3.6 Paborauxu AIIP nomkHbI OBITH 03HAKOMIIEHBI IOJI pocnuch ¢ JokymeHTamu AIIP,
YCTaHABJIMBAIOUIMMU TOPAZOK OOpabOTKM MEpPCOHANBHBIX JAHHBIX, a TakXke 00 HMX MpaBax,
00513aHHOCTSX U OTBETCTBEHHOCTH.

6 OcHOBHBbIEe TPeGOBaHHUS K NMpoLeccaM odecneyeHUs HHPOPMALMOHHO
0e30macHOCTH

6.1 O0mme MoI0KEHUs

MeToaudeckoe pPYKOBOJCTBO, pPa3pabOTKy KOHKPETHBIX TpeOOBaHWA MO  3alfuTe
nH(pOopMaInu, CoriacoBaHue BIOOpA CPEICTB BEIYUCIUTEIBHON TEXHUKH U CBSI3U, TEXHUUECKHUX
U TPOTPAaMMHBIX CPEJICTB 3alUThl, OPTraHU3ANHNIO0 PAOOT MO BBISIBICHUIO BO3MOXKHOCTEH H
OPEIyNpexKACHUI0O YTeYKM M HApPYIICHUsS IEJIOCTHOCTH  3allUIlaeMoil  uHGpOpMaIuu
OCYIIECTBISIOT KoMIEeTeHTHbIE Nojipa3aeiicHus bOY mkoabr Ne48S.

6.2 ®u3znyeckas 6e30MaACHOCTH M 0€30MACHOCTH HA pa0oyeM MecTe

6.2.1 Cucrema 3amuthl 3gaHuii ¥ nomemieHnii I'BOY mkoabl Ned85, 00bekTOoB u
TeXHUYeCKUx cpeAcTB HHPopmanuoHHbIX cucteM I['BOY mkoabr Ne485 obecreunBaer
BBITIOJTHEHHE CICAYIOMHMX (PYHKITHI:

O pasrpanuueHue jaoctyna paboTHukoB B nomenieHus 'BOY mkosbl Ne485 B
COOTBETCTBUH C UX MOJHOMOUYHUAMU U (QYHKIIMOHATIBHBIMH 00S3aHHOCTSAMU;
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a peructpanuio (pakToB BXoAa pPaOOTHUKOB B IOMEIIEHHS C TOBBIIMICHHBIMU
TPeOOBaHUSMH K PEXKUMY UX MOCEHICHUS (CEpBEPHBIC IIOMEIIICHHSI, APXUBBI U T.]1.);

O peructpanuio GpakToB Bxojaa noctopoHHUX Jull B 31aHus [BOY mkoJb1 Ne485;

O MPeIOTBPALIEHHE JIOCTYNa MOCTOPOHHHUX JHIl B TOMEIICHHUS, TJI€ pa3MelIeHbI
anmnapaTHble U CETeBbIE pecypchl HHPOPMAIIMOHHBIX CUCTEM;

O pa3pelnTeNbHbIl  peXUM BHOCA/BBIHOCA  (BBO3a/BBIBO32) KOMITBIOTEPHOTO
000pyI0oBaHus1, CPECTB 3aITUCH U XpaHEHUs HHPOPMAIUH.

6.2.2 OmnpenensieTcss MepeYeHb TEXHUYECKUX CPEJCTB, HAXOMISIIMXCA B CHEIUATbHBIX
KOHTPOJIMPYEMBIX 30HaX.

6.2.3 K TexHHMYECKUM CpeJICTBaM, KOTOPbIE BBIIEISIOTCS B CIICIUAIBHBIE KOHTPOJIUPYEMbIE
30HBI HEOOXOIMMO OTHECTH CIICAYIOLINE TPYIIITBI PECYPCOB:

O OCHOBHBIE HH(OPMAIIOHHBIE CEPBEPHI M CPEJCTBA BHIUMCIUTEILHON TEXHUKH, HA
KOTOPBIX OCYILIECTBISETCSI 00paboTKa U XpaHeHue HHPOPMAIIMH OrPAHUYEHHOTO

pacrpocTpaHeHus;

a ceTeBoe O0OpYyIOBaHUE W CEpPBEPHI, OOECIeYMBAIONINEe PAOOTY KPUTHYCCKUX
CHCTEM;

a (aiiioBEIe cepBephl, HA KOTOPBIX XPaHSTCS JaHHBIC, B TOM YHUCIIC PE3CPBHBIC;

O kputuunble s gestenbHoctd  'BOY mikoasr  Ne485  cucremsl u

KOMMYHHKAIIMOHHOE 00opynoBaHue, oOecreuynBaromee BHemHWe KomMmyHukaimun I[BOY
IIKOJIbI Ne48S.

6.2.4 KoHTposupyemble 30HbI 3alUIIAOTCS COOTBETCTBYIOIIMMU CUCTEMaMH KOHTPOJIS U
yIpaBieHUs T0CTYIIOM, 00ecrieunBasi J0CTYI TOJIBKO aBTOPU30BAaHHOMY IIEPCOHAITY.

6.2.5 JlocTynmn B KOHTpPOJMpPYEMBIE 30Hbl CTOPOHHMX JIMI[ WJIU TNPEACTaBUTENCH IpYyrux
OpraHu3alii BO3MOXKEH TOJBbKO B COIPOBOXKICHHUU YIOJHOMOYEeHHOro pabotHuka I'BOY
IKOJIbI Ned85.

6.2.6 Pa3zMerienue u sKkciuTyatanus pabouux CTaHIMM, CEpBEPOB U CETEBOI0 000pyI0BaHUs
AIIP ocymecTBisercss B MOMEIEHUAX, 000PYI0BaHHBIX 3aMKaMHU, CPECTBAMU CUTHATU3AIUH U
(mpr HEOOXOAMMOCTH) MTOCTOSIHHO HAXOSAIIMXCS O] OXPAaHOH MITH HAaOJIOJICHUEM.

6.2.7 Pa3melieHre TEXHHYECKMX CpEACTB BbIBOJAa M OTOOpakeHuss uHGPoOpMalMud B
nomenieHussx ['BOY mkoabl Ne485 mnpow3BOAMTCS C y4ETOM HCKIIOUEHUS BO3MOXKHOCTH
BU3YaJIbHOI'O IPOCMOTpa HHPOPMALIMHU TOCTOPOHHUMH JIMLIAMH U IEPCOHAIOM, HE JOMYIIEHHBIM
K paboTe ¢ JaHHO# MHpOpMaIIHEH.

6.2.8 Pabotanku 'BOY mkoabl Ne485 Ha MOMEHT CBOETO OTCYTCTBHS HAa pabodeM MecTe
00s13aHbl UCKJIIOYUTh BO3MOXKHOCTh HAJIMYMSI HAa pabodyeM CTOJIE TOKYMEHTOB WMJIM HOCHUTENEH C
3amuiaeMoi nHpopMarmei.

6.2.9 TexHU4ecKne CpeCcTBa U 00OPYIOBAHKE JOJDKHBI PA3MEIIAaThCsl U XPAHUTHCS TAKUM
o0pa3oMm, 4YTOOBI  COKpPaTUTh BO3MOXHBIM  pPHUCK €ro  MOBPEXKICHHS U yrpo3bl
HECaHKIIMOHUPOBAHHOI'O AOCTYTIA.

6.2.10 ITomemenust F'BOY mkosb1 Ned8S 1omkHBI ObITH 000pYI0BaHBI JETEKTOPAMH OTHS
U JbIMa, OTHETYIIUTEISIMU, CUCTEMaMU KOHAMIIMOHUPOBAHUS BO3/yXa, CPEICTBAMU OXpaHHO-
MOYKapHOW CUTHAJIN3ALUH.

6.2.11 OcnoBHoe TexHudeckoe obopynoBanue I'BOY mkojbt Ned85 nomkHO OBITH
3alIMIIEHO OT MepeboeB B I0Ja4ye MIEKTPOIHEPIMH IyTEM IMOAKIIOUEHMS K 3JIEKTPOCETH ¢
NpUMEHEHHEM HCTOYHUKOB OecrepeOoiiHoro nutanus. Mcrounuku OecriepeOOHHOr0 MUTaHUS
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HEOO0XOMMO PETYJISIpHO TECTUPOBaTh M IPOBEPSTH YMOTHOMOUYEHHBIM paborHukam I'BOY
mKoJbI Ne485 B COOTBETCTBUH C PEKOMEHAAMSAMU ITPOU3BOIUTEIIA.

6.2.12 Tlonp3oBaTenu MOPTATUBHBIX TEXHUYECKUX CPEICTB HE JIOJKHBI OCTaBIATh
TEXHUYECKOE 000pyI0BaHUE U HOCUTENIN HH(pOpMaIuu 6e3 mprucMoTpa.

6.2.13 IlopraTuBHBIE TEXHUYECKHE CPEIACTBA HE JOJDKHBI OCTaBaThCs 3a MpeaesIaMu
KoHTposupyeMoir 30HBI I'BOY mikoabl Ne485 nombmie, yem Toro tpeOyer ciyxeOHas
HEO0OXOAMMOCTb, €CJTU MHOE HE ompeesieHo pykoBoAcTBOM I'BOY mikoJibr Ne485.

6.3 bezonacHocTb py padoTe ¢ HOCUTEISIMA HH(POPMALMH

6.3.1 B I'bOY mxose Ned485 nomkHBI COOMOMATHCS MEphl MO Oe30macHO padboTte ¢
AIIEKTPOHHBIMU HOCHUTENISIMH HMH(OPMAIlMM C LENbI0O KOHTPOJS WX HCIOJIb30BAaHUS, IS
IPEJOTBPALICHUS HECAaHKIMOHMPOBAHHOIO KONUPOBaHMsS M  pasrjallieHHs 3alluIlaeMon
uHpOpMalUK, BHECCHHS HM3MEHEHUH WJIM YHHUYTOXCHHS YKa3aHHOW HH(OpMamuu, a Takxke
BHECEHHUsI U3MEHEHUH B paboTy MH(MOPMALIMOHHBIX CUCTEM.

6.3.2 Paborauku I'BOY mkoabl Ne485 10KHBI MCIIOJIB30BATh JEKTPOHHBIC HOCHTEIU
UHPOPMALIUK TOJNBKO ISl BBIOJHEHUS CBOMX CIYKEOHBIX o0s3aHHOCTEH. Mcmonb3oBaHue
3eKTpOHHBIX HocuTesei nHpopmaiuu B 'BOY mikosie Ne485 B MHBIX 1ENSAX CTPOTO 3aMpeIieHo.

6.3.3 Dnekrponnbie Hocutenu nHpopmanuu B FBOY mkoae Ne485 nomkHbI OBITh YITESHBI
IyTeM TPUCBOEHUS KaXJOMYy HOCUTENI0 HHBEHTAPU3ALMOHHOIO HOMEpa W Ha3HA4YeHUs
BJIa/IETbIIA.

6.3.4 DnekTpoHHBIE HOCUTENW WHGOPMAIMU JODKHBI XPAHUTHCS B TIOMEIICHUSX,
uckimoyaromux noiaydenue k HuM HCJI, npu 3ToM 10iKeH ObITh 00ecriedeH KOHTPOJIb JI0CTyTa
K HOCHUTEJISIM.

6.3.5 Jlns KOHTpOJS MPOIIECCOB MCMOJIb30BAaHUS M XPAaHEHUS 3JEKTPOHHBIX HOCUTENEH
UH(pOPMAaLIUK T0JKEeH ObITh pa3padoTaH MOPSAIOK IJIAHOBOW MHBEHTAPU3ALIMKA HOCUTENEH.

6.3.6 B cinydae kpau WJIM OTEPU JEKTPOHHBIX HOCUTENEH HHPOPMALIUK, a TAKKE UHBIX
UHIIMJICHTOB, KOTOPbIEe MOTYT NMPUBECTH K Pa3INIalIeHUIO 3alluinaeMoil WHGOpMalUH, JOTKHBI
MIPOBOAMTHCS MEPOIIPHUATHS 110 PACCIEI0OBAHUIO YKAa3aHHBIX UHIMIEHTOB.

6.3.7 Ilpu cHATHM 3IEKTPOHHOIO HOCUTENSI MH(OPMALMK C SKCILTyaTal[id, BCE JIaHHBIE,
XpaHsIIKecs Ha HeM, J0JKHBI ObITh FapaHTUPOBAHHO CTEPTHI.

6.3.8 Ilpm yTuaM3anuM SIEKTPOHHBIX HOCUTENeH HWHPOpPMALUU JODKHA OBITh
o0ecrieueHa HeBO3MOKHOCTh BOCCTAHOBJIEHHUS 3alIMCaHHON Ha HUX MH(OPMALIKH.

6.3.9 @axkT yHUUYTOXKEHHS UHGPOpPMALMU M YTUIM3ALUMU HOCUTENS HWH(OpMaluu
(uKcUpyeTcss B COOTBETCTBHUHU C MOPAIKOM, ycTaHOBIEHHBIM B 'BOY mikosbr Ne48S.

6.4 Texnuueckoe o0cy:kuBaHHE 000Py10BAHUS

6.4.1 Texuuueckue cpencraa Bcex cucteM I'BOY mkoabr Ne485 10oiKHBI TPOXOIUTH HA
pPEeryispHOM OCHOBE CEpBHCHOE OOCITYXHBAaHHE B COOTBETCTBUU C PEKOMEHIALUIMU
pOoU3BOIUTENEH 000pyIOBaHHUS.

6.4.2 PeMOHT U cepBHUCHOE O0CITY)XKMBaHUE 00OPYAOBAHUS JIOJIKHBI BBITOTHATHCS TOJIBKO
KBaJIN()ULMPOBAHHBIM ITEPCOHAJIOM.

6.4.3 Texaudeckoe oOCTyKUBaHUE 0OOPYIOBAHUS U CUCTEM CTOPOHHUMH OpTaHU3AIUSIMU
HE JIOJDKHO NMPUBOJIUTH K PUCKY HapYIIEHHs] KOHPHIEHIIMAIBHOCTH 3allUIaeMoi HH(pOpMaInu.

6.5 BzaumoneiicTrBue ¢ TpeTbUMH JHLIAMHA

B nensx obecneuenust mHpopmannoHHoil Oe3omacHoctH I'BOY mikoabr Ned8S npu
B3aUMOJICHICTBUHU C TPETHUMHU JIMI[AMHU JOJKHBI BBITOJIHATHCS CIIEAYIOLINE MEPOIPUSATHS:

O 3aKJIIOYCHHE COTTIAIICHHsI O Hepas3TallleHn KOH(PUICHIIMATbHOI HH(pOpMaInu;

16



O KOHTPOJIb 3a I[Gf/iCTBPIHMPI TPETHUX JIMII,

a B JIOFOBOpax C TPETbUMH JiMIlaMu TipeaycmatpuBaTh 1paBo 'BOY mkosb1 Ne485

Ha IIpoBeJIeHNe ayauTa obecreueHust 6€30MacHOCTH TOM HH(POPMALIUH, KOTOpas IepeaaeTcs

TPETHUM JIUIIAM.

6.6 YnpasJjieHHe :KU3HEHHBIM IIUKJIOM HH(OPMAIMOHHBIX CHCTEM

6.6.1 MepornpusaTisi 1O YOPABICHUIO >KU3HEHHBIM IIMKJIOM aBTOMAaTH3MPOBAHHBIX
UH(POPMALIMOHHBIX CHUCTEM JOJDKHBI OBITh HamlpaBieHbl Ha olecrmeueHne HH()OPMAITMOHHOU
0e30MacHOCTH IIPH BBOJIE B ACMCTBUE, SKCIUTyaTalllil, COTPOBOXKICHUU U MOJIEPHHU3AIINH, BEIBOIA
U3 9KCIUTyaTalui HHPOPMAIMOHHBIX CUCTEM, aBTOMATH3UPYOIuX fesTenbHocTs TBOY mikoabl
Ne48s.

6.6.2 OcHOBOI 1TpH BBIOOpE WM pa3pad0TKe HHPOPMAIIMOHHBIX CUCTEM JIOJIKHBI SBIISTHCS
TEXHUUYECKHUE 3aJaHus, cojepxaiiue TpeOoBaHUs HHPOPMAIIMOHHON Oe30macHOCTH IS
UH(POPMALIMOHHBIX CHCTEM.

6.6.3 Jroboe miaHupyemMoe K BHEAPEHUIO W3MCHEHHE WH(OPMAIMOHHOW CHCTEMBI
MPEeBAPUTENLHO JIOJDKHO OBITH MPOTECTUPOBAHO HA COBMECTUMOCTH M OTCYTCTBUE HAapyIICHUMN
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB.

6.6.4  PaboThl Mo MOAECpHHU3AIMH aBTOMAaTH3UPOBAHHON MH()OPMAIIMOHHON CHCTEMBI, B
TOM YHCJIE TIO YCTAaHOBKE MPOTrPAMMHOTO obecriedeHrsI 1 OOHOBJICHUMN, TOJKHBI IPOBOJUTHCS B
Hepabouee BpeMsl UM BpeMs HauMeHbIed pabouel Harpy3KH.

6.6.5  Ilpu BrIBOJE M3 AKCIUTyaTallM¥ aBTOMATH3UPOBAHHBIX HHPOPMAIIMOHHBIX CHCTEM
JIOJDKHO OOecrieunBaThCs TapaHTHPOBAHHOE yAalieHHe oOpaldaThiBaeMON M XpaHUMOH B HUX
uH(GOpPMAIIMK C HCIIOJIB30BAHUEM CIIEIUATN3UPOBAHHBIX MPOTPAMMHBIX CPEACTB WIH ITYTEM
(GU3NYECKOT0 YHUUTOXKEHHSI HOCUTENEeH NHPOpMAaIIH.

6.6.6  Bce mponeaypsl obecrieueHuss HHPOPMAITMOHHOW 0E€30IMaCHOCTH, YCTaHOBJICHHBIC
B 'BOY mkoJsie Ne485 B oTHOIIEHWH WH(GOPMALMOHHBIX CHUCTEM, TOJDKHBI BBIOJHATHCS U
KOHTPOJIMPOBATHCS OTBETCTBEHHBIMHU 33 MH(POPMAITMOHHYIO O€30MTAaCHOCTH JTUIAMHU.

6.7 AHTMBUpYCHAS 3a1IUTA

6.7.1 B pmensx mpenynpexaeHus, OOHapyKeHUs U YCTpaHEHUs! BPEJOHOCHBIX TPOTrpaMM
B I'BOY mkose Ned485 Ha TmOCTOSSHHOW OCHOBE JIOJDKHBI HCIIOJIB30BAaTHCA CPEICTBA
AQHTUBHUPYCHOM 3aIIUTHI.

6.7.2  OOs3arenbHOMY AaHTUBHPYCHOMY KOHTPOJIO JIOJDKHA TOJUIeXKATh  Jiro0ast
uH(popMalus (TekcToBble (ailnbl J1t0O0bIX (HOpMAaTOB, (ailyibl NaHHBIX, UCHOJHSIEMbIE (aiibl),
nojy4yaeMass M IepeiaBaeMasi 10 TEJIeKOMMYHUKAIMOHHBIM KaHallaM, a Takke HH(opmanus,
XpaHHUMas Ha MOJKII0YaeMbIX ChEMHBIX HOCUTEISX, IPU HEMOCPEICTBEHHOM OOpaIleHU! K Hel.

6.7.3 Ilpm ycraHOBKE MpPOTrpaMMHOTO OOECIIeYeHUs] Ha cepBepbl MH()OPMAIMOHHBIX
cucteM AIIP unm ux oOHOBIEHHMH AOKHA AaBTOMATUYECKU BBINMOIHSATHCS IPEABApUTENIbHAS
IpOBEpPKA JAHHOTO  MPOTrPAMMHOIO oOecrieueHus Ha OTCYTCTBHE  BPEJOHOCHOTO
MIPOTrPaMMHOTO 00eCTIeUeHUS.

6.7.4  CurnHarypHble 6a3bl BPeJOHOCHOTO IMPOTPaMMHOT0 00€CTIeUeHHs 1 aHTUBUPYCHBIE
CpeZCTBa 3aIIUTHI JOJDKHBI PETYISIPHO OOHOBIISATHCS.

6.7.5 Tlomp3oBatenu uHpopMannoHHbIX cucteM ['BOY mkoabl Ned485 He HOMKHBI
UMETh BO3MOXKHOCTh MOJyYEHUsl JOCTyna K KOH(PpUTypaluu aHTUBUPYCHOTO CPEICTBA 3allUThI
WIN €r0 OTKJIIOUEHHUS.

6.7.6 B I'BOY mxkoJie Ne485 HeoOX0aMMO ONpPENEeNUTh NMPOLEaAypy it 00paboTKu u
BOCCTaHOBJICHUS HH(PHUIIMPOBAHHBIX JaHHBIX U OTCICKUBAHUE UCTOYHHUKA 3apasKECHUSL.
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6.8 KoHTpOJIb 10CcTyNA K HHPOPMATMOHHBIM CHCTEMAaM

6.8.1 Bce pabortauku TI'BOY mkoabr Ned485, nomymeHHele K pabore C
MH(OPMALIMOHHBIMU CUCTEMaMH HECYT IEepPCOHAIbHYI0 OTBETCTBEHHOCTh 3a HapyIICHUS
YCTAHOBJICHHOTO TMOpsiAKa 00paboTKM WHGpOpMANMK, MPaBUI XPAHEHUS, HCIOIb30BaHUS U
nepesavn, HaXOoSIIUXCS B UX PACTIOPSKEHUU 3aIIUIAEMBIX PECYPCOB CHCTEMBI.

6.8.2 VYpoBeHp mnogHOMOUYMU TmMOJB30Barelss B HH(popmanmoHHoW cucteme I'BOY
KO0JIbI Ne485 10JDKeH OnpeeNsaThest B COOTBETCTBUU C €0 JOHKHOCTHBIMU OOSI3aHHOCTSIMU H
IIPOU3BOJICTBEHHON HEOOXOJUMOCTHIO.

6.8.3  Moctyn nonp3oBareneil k uHGpopmannonHeiM cucreMam I'BOY mkouabr Ne485
JOJI’KEH KOHTPOJIMPOBATHCS OTBETCTBEHHBIM IO 0€30MaCHOCTH.

6.8.4  OcyuiecTBieHUE pPETYISIPHOTO KOHTPOJS BBIMOJIHEHUS TMOJUTUK U  HMHBIX
JIOKYMEHTOB, KAacalollUXcsl periaMeHtauuu npomycka padotHukoB I'BOY mikoabr Ne485
WH(OPMALIMOHHBIM CHCTEMaM.

6.9 Unentudukanusa u ayreHTU(PUKALHA

6.9.1 locryn noab3oBaresiel K HH(HOPMAIIMOHHBIM CUCTEMaM JI0JKEH MPEeJOCTaBIAThCS
TOJBKO TOCJE YCHEIIHOTO 3aBEpUICHHS TNPOUEAYp HACHTUPHUKAINH, ayTeHTU(UKAUN |
aBTOPH3ALHH.

6.9.2 IlonydyeHue mnosib30BaTelleM HMEHM B CHCTEME U MapojbHOM HH(pOpMalUH,
KOTOpbIe 00ECTIeYMBAIOT AOCTYI MOJIb30BATENs K pecypcaM CUCTEMBI, TOJKHO OCYIIECTBISTHCS
0 IPEJCTABICHUIO PYKOBOJUTEICH CTPYKTYPHBIX Opa3/ICIECHUI.

6.10 besonacHocTh napoJist

6.10.1 C uenpto oOecredeHHs 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTyMa K
MH(OPMALIMOHHBIM  CHCTEMaM  yCTAaHaBIMBAIOTCA TpeOOBaHMS K BBIOOPY MAapoOJbHOM
uHopMalnu, 06eCceunBaloIINe JOCTATOUYHYIO CTENEHb CTOMKOCTH MapojeH.

6.10.2 Jlns obecnieueHust KOHPUICHIMATBHOCTH MAPOIbHON HH(POPMALIUH TT0JIb30BATEIIO
3arpenaeTcs XpaHUTh 3HAYSHHUS CBOMX TMapoJieil Ha OyMa)XHOM HOCHUTEIE B OTKPBITOM BHJIE H B
CBOOOJTHOM JIOCTYIIE.

6.10.3 Jlna  oOecrneyeHus  KOHOUACHUMAIBHOCTH  MAapojbHOM  MH(pOpMaLUU
MIOJTb30BATENISIM 3alIPEIAeTCs TIepeIaBaTh 3HAYEHUSI CBOMX MapOJICH TPETHUM JIUIAM.

6.10.4 Ilpu BBOJE MapoJIs MOJIb30BATENEM JUI JJOCTYIA K MHPOPMALIMOHHON cUcTeMe

I'BOY mxkoabl Ne485 101KHO MCKITIOYAThCA OTOOpaXKeHHE MapojbHON MH(opManuu Ha
9KpaHe MOHUTOPA B OTKPBITOM BHUJIE.

6.10.5 TIlpomemypa cMeHBI TapoJIbHOW WHGOpPMANUKA B WHPOPMAIMOHHBIX CHUCTEMax
I'BOY mkoab1 Ne485 noymkHa TPOBOUTHCSA HA PETYISIPHOM OCHOBE.

6.11 PerucTpauus coObITHI

Ocy1iecTBieHne PEerucTpaly  COOBITUM  0Ee30MacHOCTM Ha BCEX  KOMIIOHEHTax
uHpopmannoHHbIX cucteM IBOY mkoab1 Ne485, B koTopbix 00pabaThIBaeTCst, XpaHUTCS WM TIO
CpeACTBaM KOTOPBIX MepeaeTcs 3aluimaemMas nHpOpMarys.

6.12 Ucnoan3oBanue CK3U

6.12.1 Pemenue o006 wucnons3oBannun CK3M B wuHTepecax 3amuThl COOCTBEHHBIX
WH()OPMAIMOHHBIX pecypcoB mpuHUMaeTcss pykoBoacTBoM I['BOY mikoasr Ne485 B
COOTBETCTBUU C 3aKOHOJATENLCTBOM Poccuiickon denepannu.
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6.12.2 TIlpu skcruryaranuun CK3U u ximroueBoit undopmaruu Bece corpyauuku I'bBOY
IIKO0JIbI Ne485 NOKHBI BBIMOJIHATH TPEOOBAHUS HOPMATHUBHBIX MPABOBBIX aKTOB, M31aBAEMbIX
denepanbHBIM OpPraHOM WCIOJHUTENBHOW BIacTH B 00ONacTu oOecredyeHuss O€30MacHOCTH,
nokymenToB 'BOY mkoabl Ne485 no obecneuenuto 6e3onacHoctu ucnoib3zoBanus CK3U, a
TAKXe AKCIUTYyaTallMOHHON JoKyMeHTaluu npousBoautens CK3U.

6.13 bBe3sonacHocTh MHGOPMALMOHHOI ceTH

6.13.1 VYcraHoBneHHE  HAAJEKAIIETO  KOHTPOJS B  OTHOIICHWUH  JIOKAJHbHOM
BBIYHMCIIUTEIILHOH CETH M BCEX BHEIIHMX WH(GOPMAIMOHHBIX KOoMMYHUKaui ['BOY mkoJbl
Ne485 niis oGecniedeHust 3alUThl JAaHHBIX U 3alUThl HHPOpMaOoHHBIX cucTeM 'BOY mikosbl
Ne485 ot HCJI.

6.13.2 JlomkHBI OBITH ONPEAETICHBI LIEIN HCIIONB30BaHus ceT IHTepHeT U TpeOoBaHus K
npoueaype HCHoiIb30BaHUS pecypcoB cetu HWurepHer. Hcmonb3oBanue cetu HWHTepHeT
PaObOTHUKOB B JIMYHBIX LEJAX TOJKHO OBITH CTPOT'O 3aIPELEHO.

6.13.3 Joctyn k wuH(pOpPMAMOHHBIM CepBUCaM CeTH VIHTepHET MpenoCTaBIsgeTCs
pabotHukaM F'BOY mkoJb1 Ne485 Tosbko B ciiydyae MpoU3BOACTBEHHON HEOOXOAUMOCTH.

6.13.4 TIlogxmiouenne K cetu VHTEpHET HOMKHO OCYHIECTBIATHCA TOJBKO MPH
OpraHu3alliy 3allUTHl COCTUHEHHS NyTEeM YCTaHOBKM MD H CHEIHMalIbHBIX HPOTPAMMHBIX
CPEJCTB 3aIIUTHI.

6.13.5 PaspemmrensHble TOIUTUKA JOCTyrna B HHTEpHET IOMKHBI TEXHUYECKU
pean30BbIBATHCS CIIEIIMATU3UPOBAHHBIM MPOTPAMMHBIM 00ECIICUEHUEM.

6.13.6 KonTponb uCHOIB30BaHUS PaOOTHUKAMHU pPeCcypcoB ceT WHTepHET HOoKeH
OCYIIECTBIISITHCS YIIOJTHOMOUYSHHBIMH PA0OTHUKaMHU Ha TIOCTOSTHHOM OCHOBE.

6.14 Ucnonnb30BaHue KOPIMOPATHBHOM 3J1EKTPOHHOM MOYTHI

6.14.1 Cucrtema KOpIIOPAaTHBHOM JIEKTPOHHOM MMOUTHI JOJDKHA HCTIONb30BaThes B [ BOY
koAbl Ne485 ¢ menbio opraHu3alM OOMEHA JJIEKTPOHHBIMH COOOLIECHHUAMHU MEXIY
pabotHHKaMH, a Takke Mexay padotarukamMu 'BOY mkoabt Ned485 1 BHeTHUMU aOOHEHTaMHU.

6.142 B I'BOY mkoge Ned485 nomkHBI OBITH YETKO ONpEACICHBI TPeOOBaHUS K
UCIIOJIb30BAaHUIO CUCTEMBI KOPIOPATUBHOM 3JIEKTPOHHOMN MOYTHI.

6.14.3 IlpenoctaBieHre M NpeKpalleHHe JOCTylla K pecypcaM KOpIOpaTHBHOMN
AIIEKTPOHHOMN MOYTHI JOJDKHO OCYIIECTBIIATHCS TOIBKO HAa OCHOBE O()OPMIICHHOM 3asBKH.

6.14.4 B I'BOY mxkoJie Ne485 10JDKHO OBITh YCTAHOBIICHO CHEIHAILHOE IPOrPAMMHOE
o0ecrieyeHne, OCYIIECTBISIONIEE KOHTPOJIb BCEX BXOJAIIMX COOOLIEHMH Ha Haaudue
BPEIOHOCHOTO MPOIPaMMHOI0 00ecIieueHusl.

6.145 B TI'BOY mxkose Ne485 1nomKkHBI OBITH MPEIyCMOTPEHBI MEXaHU3MBI
ApXUBUPOBAHUS ¥ PE3EPBHOTO KOMHUPOBAHUS KOPIIOPATUBHOW OSJEKTPOHHOW TIOYTHI B
ABTOMATHUYECKOM PEXHUME.

6.15 Pe3epBHOE KONMMPOBAHHME M BOCCTAHOBJIEHHE JAHHBIX
6.15.1 OcymiecTBiaeHne pe3epBHOrO KOMUPOBAHUS IS

O (afIOBBIX CEPBEPOB M CEPBEPOB NMPHIIOKCHHUH, KPUTHUHBIX IS JIEATSIEHOCTH
I'BOY mixoan! Ne485;

O OTIEPAIIMOHHBIX CUCTEM (PAiIOBBIX CEPBEPOB M MPHUKIIATHBIX ITPOTPaMM;
O NPUIIOKEHU N, KPUTUYHBIX 11715 AeaTesibHOCTH 'BOY mikosbr Ne48S;

O pabouunx JaHHBIX.

19



6.15.2 YactoTa U peKUM pe3epBHOIO KOMHPOBAHUS yCTAHABIMBAIOTCS TaKHUM 00pa3oM,
YTOOBI 00€CTIEYUTh MUHUMAIBHYIO MTOTEPIO JaHHBIX U JOIYCTUMOE BPEMsI BOCCTAHOBIICHHUSI.

6.15.3 Pe3epBHOE KONMMPOBAaHWE U BOCCTAHOBIICHUE PECYPCOB MH(GOPMAITMOHHBIX CUCTEM
I'BOY mkosb1 Ne485 noiHKHBI TPOBOAUTH yrioaHOMouYeHHbIE paboTHUKY ['BOY mikosb1 Ne4§5.

6.15.4 Pe3epBHOE KONMHUPOBAHUE JOJKHO OCYIIECTBIATHCA B aBTOMAaTHYECKOM PEXUME C
NPUMEHEHHEM CIIeHUAIN3UPOBAHHOTO POTrPAMMHO-aNIApPATHOTO KOMILIEKCA.

6 OcHoBHBbIE TPeOOBaHMS K NPoLECCaM yIpPaBJjieHUs] HH(POPMAIUOHHOMI
0€30MaCHOCTHI0

7.1 YnpasJjieHue puckamu

7.1.1 Beibop TpeboBanuii Mo HHGOPMAITMOHHON 0€30MaCHOCTH U 3alIUTHBIX MEXaHHU3MOB,
MPUMEHSAEMBIX B CHCTEME MH(POPMAIMOHHON O€30MaCHOCTH, [IOJDKEH OCHOBBIBATHCS Ha
MPOBEJICHNH aHAJIM3a PUCKOB HApYLICHUS OCHOBHBIX CBOWMCTB Oe3omacHoCTH Jyisi Haubouee
KPUTHYHBIX HH(pOopManoHHBIX pecypcoB 'BOY mikoabr Ne48S.

7.1.2 OcHOBO¥1 OIIEHKH PUCKOB JI0JKHA OBITH OIICHKA YCIOBUHN U (PAaKTOPOB, KOTOPHIE MOT'YT
CTaTh MPUYMHON HAPYIICHHS CBOMCTB IEJIOCTHOCTH, KOH(PHICHITUATBHOCTH U JOCTYITHOCTH ISt
pecypcoB nndopmannonHoi cuctemsl FBOY mkoJib1 Ne485.

7.1.3 Pe3ynbraroM MNpOBEACHUS aHalIM3a pPHUCKOB JOJKEH OBbITh KOMILIEKC Mep,
HaIpaBJIECHHBIX HAa CHUKEHUE BO3MOKHOI'O HETaTMBHOTO BIIUSIHHUS HAa OCHOBHYIO JIESITEIILHOCTH
AIIP mpu peanu3zanuu TOH WM WHOW YIpo3bl M OOECHEUMBAIOIIMX JOCTATOYHBIM YpPOBEHb
3amuineHHocTy nHpopmarmoHHbix cucteM 'BOY mikoJab1 Ne48S.

7.2 YnpaBJ/ieHue HHIIUAeHTAMH UH(POPMAMOHHOI 6€301IACHOCTH

7.2.1 Jna obGecneueHuss 3()pPEeKTUBHOrO pa3pelieHuss HHIMJIEHTOB HH(OPMalUOHHON
6e3onacioct B I'BOY mikosne Ne485, MuHMMU3aIUMM IOTePh M YMEHBIICHUS pHUCKa
BO3HHUKHOBEHUS MOBTOPHBIX MHIMIEHTOB JOJKHO OCYIIECTBISTHCS (P(EKTUBHOE YIpaBlIEHUE
UHIMJICHTaMU UH()OPMaIIMOHHON 6€30acHOCTH.

7.2.2 Jlna ympaBlieHUs UHIMICHTaMH HHGOPMALMOHHOM 0€30IacHOCTH JOJDKHA OBITh
CO3/1aHa CHUCTEMa y4yeTa MPOU3OIIEAINX HHIIMICHTOB, KOTOpas MpeJCTaBlIseT co00il KoMIUIeKe
CPENICTB M MEPONPUATUH AJ11 cOOpa ¥ KOHCOTUAAMHN HHPOPMAIHK 00 MHITUICHTAX.

7.2.3 B OTHOWmIEHHH KaXIOTO IMPOW3OMICANIETO HHIUIACHTA JOJDKEH BBITIOIHATHCS €ro
aHanu3 ¥ pa3paboTka H3PPEeKTUBHBIX MEP PearupoBaHus Ha JaHHBIN WHIUIEHT.

7.3 MOHUTOPHHT TEKYyLIEro ypoBHS UH(pOpPMALIMOHHOM 0€3011aCHOCTH

7.3.1 JIns oGecriedeHrs: BHICOKOTO YPOBHSI KOHTPOJISL B OTHOLIEHUH CUCTEMBI 00eCTIeueHus
uHpopmanmonHon 6e3zonacHocTd B I'BOY mikosie Ned485 Ha mocTOSHHOM OCHOBE JOKEH
IPOBOJUTHCS KOMIUIEKCHBIM aHAIN3 CYIECTBYIOUIMX 3alIUTHBIX MEXaHU3MOB M BO3HHKAIOLIUX
UHIUJICHTOB WH(OPMAIIMOHHON 0E30MaCHOCTH, a TaKXKe MEPUOTUYECKUN ayTuT BCEH CHCTEMBI
obecrnieueHns HH()OPMAIIMOHHOW OE30MaCHOCTH.

7.3.2 Ilpouecc MOHHUTOPHHra CHCTEMBbI obOecreueHUs MHPOPMALMOHHOW 0e30MacHOCTH
JIOJDKEH BKITIOYATh B ¢€0st KOHTPOJIh OPTaHU3AI[MOHHBIX M TEXHUYECKUX 3alIUTHBIX MEp, aHAIIN3
napamMeTpoB KOH(PUTypaIlMKi U HACTPONKH 3aIUTHBIX MEXaHU3MOB.
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7.3.3 Ilpu 1OpoBeNEHUM KOHTPOJIBHBIX MEPOINPHUATHI, CBA3aHHBIX C  OLIEHKOH
dbyHKIMOHUpOoBaHUs 3amUTHEIX Mep B I'BOY mikosie Ne485, yrnonHOMOYeHHBIE PaOOTHHKH
JOJIKHBI IPUJIEP’KUBATHCS CIEIYIOMNUX TPUHLIUIIOB!

a HEe HapymaTh QyHKIIMOHUpOBaHKE TeKyIel neareabHocTd [BOY mkosnr Ne485;

a JICWCTBOBAaTh B COOTBETCTBUMU C BHYTpeHHUMHU AokymMeHTamMu ['BOY mikoJsbl
Ne485 no nHopMaMOHHON OE30MMaCHOCTH;

d HE CKpBIBaTh (aKThl BBIABICHHBIX HMHIMICHTOB W HApyNICHUH TpeOOBaHHMI
nH(pOpMaMOHHOM 06€301MacHOCTH;

0 odopMIsTh OTYETHI, MOATBEPKIAIOIINE BBINOJIHEHNE MEPOTIPUATUHN 110 00ECTICYCHUTO
MH(POPMALIMOHHOM 0€30MaCHOCTH.

7.3.4 Nudopmanus, morydyeHHast B X0/1€ MPOBEACHUS KOHTPOJIUPYIOUINX MEPONPUATHH O
NEHCTBUSAX, COOBITUSAX U MapaMeTpax, UMEIONINX OTHOIIEHHE K (PYHKIMOHHUPOBAHUIO 3AIIUTHBIX
Mep, J0JKHA KOHCOJMAUPOBATHCS M XPAHUTHCS B MECTAX, MCKIIOYAIOIIMX IOJIyYeHUE K HeH
HECaHKIIMOHUPOBAHHOI'O JOCTYTIA.

7.3.5 MOHUTOPUHT JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITHIX HH()OPMAIIMOHHON
0€30MacHOCTH JOJKEH MPOBOJUTHCS, MO BO3MOXHOCTH, C HCIOJIB30BAaHUEM BCTPOCHHBIX
MEXAaHU3MOB HACTpOMKM M ayauTa COOBITMI B HPOrpaMMHBIX M HPOrPaMMHO-TEXHUYECKUX
CpeICTBaX, UCMOJIb3yeMbIX B nHGopManmoHHbIX cuctemMax 'BOY mkosab Ne485.

7.4 Aynut cucreMbl odecriedeHusi HH(GpopMalMoOHHOI 0e30MacHOCTH

7.4.1 B menax oueHku TeKymero YypoBHS HHGOPMAIMOHHONW  0€30MacHOCTH
ynoaHoMoueHHbIe paboTHUKY ['BOY mikoJb1 Ne48S5 Ha perynsipHoii OCHOBE JOKHBI IPOBOJUTH
ayauT HHPOPMAIIMOHHOM 0€30MacHOCTH.

7.4.2  BuHyTpeHHHE ayIuThl WJIK CAMOOILICHKH JOJKHBI BBHITIOTHATHCS, IO BO3MOKHOCTH,
paboraukamu 'BOY mkoabr Ne4§5.

7.4.3  Pe3ynbTaToM BBITIOJIHEHUS ayAUTOB 11O HH()OPMAITMOHHON 0€301aCHOCTH JIOJKHBI
CTaTb OTYEThl O BBHIIOJHEHHOM AayJuTe HWHQPOPMALMOHHOM O€30MacHOCTH, KOTOpbIe
paspabateiBatorcs crienpanuctamu I'BOY mikosbt Ne48S.

744 Tlo pesynpTaraM ayauTa YIOJHOMOYEHHbIE pPAOOTHHUKM M OTBETCTBEHHBIC
nonpazaenenus 'BOY mkoabr Ne485 nomkHBI ompenenuTh OEHCTBUS, HEOOXOAMMBIE IS
ycTpaHeHHUs] OOHAPYKEHHBIX HECOOTBETCTBUH B MPOIIECcCe ayIUTa M BHI3BABIIMX UX MPHUUKH.

7.5 YnpaBJjieHue epCcoOHAIOM

7.5.1  Opranuzamnusi Takoro Mmporecca ympaBJICHUs MEPCOHATIOM, KOTOPBIM 00ecreyuT
JIOBEPUTEIHHOE OTHOILIEHHE K paOOTHHUKAM, a TAK)KE OPraHU3yeT KOMILJIEKCHOE MTPOTHUBOIeHCTBIE
yrpo3aM HH()OPMAITMOHHON 6€30MacHOCTH, UcXoAIKM oT nepcoHana 'BOY mkobr Ne485.

7.5.2  BeinosHeHue 0053aTeNbHBIX IPOBEPOK MPH MpUEMe HOBBIX paOOTHHUKOB Ha paboTy
C TOYKH 3pEHHUS JIOCTOBEPHOCTH COOOIIaeMBIX MMM JaHHBIX W C TO3UIMH OICHKH UX
npo¢ecCHOHATIBHBIX HABBIKOB.

7.5.3  Opranuzanus paboThl B HAIPaBJICHNUH MTOBBIIICHUS OCBEIOMIEHHOCTH U 00y4eHUs
B 00Jy1acT HHPOPMAITMOHHOM 6€30TMaCHOCTH.

7.5.4  TloBbimieHue ocBe1oMI€HHOCTH paboTHUKOB 'BOY mikosbl Ned85:

a no cyumectsytouiiM B I'BOY mkosie Ne485 mnonutukam uHGOPMaMOHHOM
0C30IMacHOCTH;

a no npuMmeHsieMbiM B 'BOY mikoJsie Ne48S 3anmutHbeiM Mepam;
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O 10 MPaBWJILHOMY HCITOJIb30BaHUIO 3AIIIUTHBIX MEP B COOTBETCTBUU C BHYTPEHHUMU
nokyMeHTamMu I'BOY mikosib1 Ne485.

7 3akaouyenue

8.1 Hacrosmas [TonuTuka siBnsercst BHyrpeHHUM JoKkyMeHTOM I'BOY mikosib1 Ne48S,
0O0IIEeIOCTYITHOM U MOAJNICKUT Pa3MEIICHUI0 Ha OPUIIMATEHOM CalTe IIKOJIBI.

8.2. Hacrosimas [lonutrka nouiesKuT M3MEHEHUIO, JOIIOJIHEHUIO B CIIy4ae MOSIBICHUS
HOBBIX 3aKOHOJATENIbHBIX aKTOB U CIIEUATbHBIX HOPMATUBHBIX IOKYMEHTOB 110 00paboTKe
U 3alIUTe NEPCOHAIbHBIX JaHHBIX, HO HE pEXe OJHOro pa3a B TpH roja. llpu BHeceHUM
M3MEHEHUH B aKTyaJIbHOM pelaKIMM YKa3bIBaeTCsl Jara IociieqHero oOHoBieHus. HoBas
penakius IloauTukM BCTymaer B CHILy C MOMEHTAa €€ pa3MELIEHHs, €CIM HHOE He
npenycMoTpeHo HoBoM pepakiueit [Tonutuku. JlelicTByromas pefakius Bceraa HaX0QuTcs
Ha cTpaHulie 1o aapecy: https://school485.ru/infosecurity/

8.3. KoHTpons wucnonHeHus TpeboBaHui HacTosmed [lOMMTHKH OCYyIIECTBISCTCS
OTBETCTBEHHBIM JIUIIOM 3a oOecrieyeHrne 0€30MacHOCTH NEPCOHANBHBIX JaHHbIX.

8.4. OtBercTBeHHOCTDH JOIKHOCTHBIX ULl I'BOY mikoabr Ne48S5, nmeronux nrocryn k
KOH(pUIEHIMaTbHON HH(OpMalIUY, 32 HEBBIIOJHEHUE TPEOOBAHUI HOPM, PEryIHPYIOIINX
00paboTKy M 3alIMTy MHPOPMALIUH, OMPEICIISIETCS B COOTBETCTBUU C 3aKOHOJATEILCTBOM
Poccuiickoit @eaepanuu 1 BHYTPEHHUMHU JOKYMEHTaMH aIMUHUCTPALIUHU IIKOJIBL.
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